
 

 

POLICY ARTICLE 

Mapping the online manipulation economy 
A market perspective on digital manipulation may help improve online trust and safety

A. Dek1*, Y. Kyrychenko2, S. van der Linden2, J. Roozenbeek2*† 1 

The internet is awash with inauthentic activity. Although some of 2 

this activity is harmless, a substantial proportion can be classified as 3 

malicious, including bots designed to steal personal data, networks of 4 

inauthentic social media accounts promoting crypto scams, and 5 

coordinated political influence operations (1, 2). To enhance security, 6 

online platforms have implemented measures to counter inauthentic 7 

activity, with most requiring users to confirm account authenticity via 8 

a one-time password (OTP) sent through short message service (SMS). 9 

However, there exists a thriving market for buying and selling on-10 

demand SMS verifications, which forms a cornerstone of the wider 11 

online manipulation economy. Despite its centrality in the digital 12 

manipulation ecosystem, this SMS verifications market has not been 13 

systematically studied. To address this knowledge gap, we developed 14 

the Cambridge Online Trust and Safety Index (COTSI; cotsi.org), which 15 

tracks the daily price of SMS verifications for 197 countries and over 16 

500 platforms.  17 

Malicious inauthentic activity is common. For example, one study 18 

found that “social bots play a disproportionate role in spreading [news] 19 

articles from low-credibility sources” (3). Another investigation found 20 

that, in 2024, “bad bots” made up 24% of all internet traffic (4). 21 

However, the problem extends beyond bots: researchers distinguish 22 

between automation (to what extent online activity is governed by 23 

algorithms or code), inauthenticity (whether an account is truthful in 24 

its representation), and coordination (accounts working together to 25 

achieve certain goals) (5). Studies have shed light on the role of 26 

automated, inauthentic, and/or coordinated activity in the 27 

proliferation of disinformation campaigns, cryptocurrency scams on 28 

social media, and distributed denial of service attacks (2, 6, 7). With the 29 

rise of generative AI, this type of content has become easy to produce 30 

and extremely difficult to detect (8). Yet, rather than cracking down on 31 

inauthentic activity, many online platforms have cut measures to curb 32 

it, and have started paying users for creating engaging content, thus 33 

incentivizing a reliance on inauthentic engagement.  34 

 35 

THE ONLINE MANIPULATION MARKETPLACE 36 

To address these challenges, researchers have sought to understand 37 

how to detect digital manipulation efforts, for instance by developing 38 

bot detection algorithms (8) (see supplementary materials S1.1). 39 

However, with some exceptions (9), few studies have explicitly looked 40 

at inauthentic online activity through the lens of market economics. We 41 

argue that doing so is key for the study of financial crime and political 42 

influence operations, and for the design and implementation of 43 

interventions. The online manipulation marketplace is thriving: 44 

inauthentic likes, comments, views, and followers are all readily 45 

available for purchase. Offers range from low-end fake likes and views 46 

used for vanity metrics inflation, to mid-end manipulations used by 47 

search engine optimization specialists to promote businesses, and even 48 

high-end influence campaigns (6, 9). As a starting point, manipulation 49 

service providers purchase physical or virtual SIM (subscriber identity 50 

module) cards in bulk. These SIM cards are linked to phone numbers, 51 

which are then used to verify accounts via SMS for the purpose of mass 52 

account registration. 53 

We conceptualize this online manipulation economy as a 54 

transnational gray market (10) (see supplementary materials S1.2). 55 

Providers of manipulation services operate worldwide, but outside of 56 

authorized distribution channels. For example, using an SMS 57 

verification service to register a social media account goes against most 58 

online platforms’ terms of service. However, whether doing so is illegal 59 

is not clear. Providers may be held liable in some jurisdictions, 60 

depending on how their services are used (e.g., for fraud), though legal 61 

precedent is lacking (see supplementary materials S1.2.1). There are 62 

also several benign use cases for such services, including by open-63 

source investigators and people in countries with internet restrictions.  64 

Buyers of online manipulation services take on risks, both formal 65 

(e.g., detection by platforms) and informal (e.g., account registrations 66 

being unsuccessful, their data being leaked or hacked). Because 67 

manipulation service providers often operate as informal businesses 68 

based in hard-to-reach jurisdictions, buyers have limited legal recourse 69 

to offset losses. Products are differentiated (not homogeneous), as 70 

there is substantial variation in quality, for example with respect to the 71 

success rate of account registrations. 72 

It is often possible to register an account using an SMS verification 73 

from a country where it could be bought more cheaply, and later 74 

deploy or sell this account in a more expensive country—a 75 

phenomenon we refer to as arbitrage. However, most platforms have 76 

security measures in place to disincentivize such efforts. For example, 77 

a Facebook account registered in Vietnam pretending to be a U.S. voter 78 

may be flagged by Facebook’s fingerprinting system—a process for 79 

gathering user information, e.g., through their browser or device 80 

settings—and banned. Buyers are therefore incentivized to register 81 

accounts using local SIM cards and phone numbers (see supplementary 82 

materials S1.2). However, such arbitrage is not always feasible. For 83 

messenger apps (e.g., WhatsApp), accounts’ phone numbers are 84 

readily visible to all users, thus revealing their country of origin. 85 

Facebook public page administrators are required to disclose their 86 

country of registration, and LinkedIn’s (voluntary) account verification 87 

system also shows this information.  88 

A few studies are available that shed light on how the digital 89 

manipulation market operates (11, 12). For example, Shi et al. (9) 90 

investigated the market for fake likes and comments in the European 91 

Union.  Fredheim et al. (6) found that, in 2023, a mere €10 could buy 92 

tens of thousands of views, thousands of likes, and hundreds of 93 

followers on several high-profile online platforms. The authors point 94 

out that very little has been done since 2021 to counteract these flaws 95 

and protect platforms’ integrity (see supplementary materials (S1.1)).  96 

 97 

THE SMS VERIFICATIONS MARKET 98 

Few studies have investigated the underlying SMS verifications 99 

infrastructure that serves as a cornerstone of the online manipulation 100 

economy. SMS verifications are an essential component for the 101 

registration of accounts on online platforms: without them, 102 

downstream online manipulation services (account creation, 103 

programming bots to post or engage with content, et cetera) become 104 

near-impossible. Studying the SMS verifications market is thus key to 105 

understanding how inauthentic content spreads, and to finding novel 106 

ways of countering digital manipulation. 107 

By our count, there are at least 17 providers offering on-demand 108 

SMS verifications (see supplementary materials S2.1). These providers 109 

operate worldwide, but cater mainly to Russian- and, to a lesser extent, 110 

Chinese-speaking customers, as evidenced by their websites being 111 



 

 

available in grammatically correct Russian (but incorrect English), and 112 

offering payment through Russian payment platforms. Visitors can 113 

select both the platform for which they wish to verify an account and 114 

the country of the phone number to which the SMS will be sent. The 115 

site then lists the price and the number of verifications available for 116 

that country. Providers bulk-purchase SIM cards to deliver their 117 

services. Because a SIM card can be used to register for a given platform 118 

only once, prices and stocks of SMS verifications vary considerably. The 119 

range of platforms on offer is broad: not only social media platforms, 120 

but also messenger apps (e.g., WhatsApp, Telegram), financial services 121 

(e.g., Revolut), crypto exchanges (e.g., Coinbase, Binance), and 122 

marketplaces (e.g., Amazon) (see supplementary materials S1.3).  123 

We developed the COTSI (cotsi.org) to enable accurate assessments 124 

of price fluctuations over time, and monitor the implementation and 125 

evaluation of counter-measures. This free online platform tracks the 126 

daily price and availability of on-demand SMS verifications across 197 127 

countries and over 500 online platforms. To create the index, we first 128 

identified 17 providers of SMS verification services and sorted them by 129 

the web traffic they receive (see Tables S1 and S20). These providers 130 

operate out in the open, with publicly accessible websites (some even 131 

keep blogs), and application programming interfaces (APIs) that allow 132 

visitors to extract data (e.g., on prices/stocks). From this list, we 133 

selected four providers to be included in the price index (SMSActivate, 134 

5Sim, SMShub, and SMSPVA), based on (i) their verification prices and 135 

stocks being freely available via API, preferably without login or 136 

paywall; and (ii) the website being unique and not a clone of another 137 

provider (some websites look identical and have the same prices/stocks 138 

listed) (see supplementary materials, Table S20). We then developed 139 

scripts that automatically collect data through the providers’ APIs. 140 

COTSI data consists of the price (averaged across providers) of SMS 141 

verifications, and the number of verifications available, for each 142 

combination of country and platform (see supplementary materials 143 

S2.1). 144 

 145 

Predictors of SMS verifications prices 146 

To understand what drives the cost of on-demand SMS verifications, 147 

we collected one year of COTSI data (25 July 2024 until 27 July 2025) 148 

and calculated the average price and stock of SMS verifications in each 149 

country per provider (see supplementary materials S3.1). We then 150 

linked this data with the Digital Society Project, a country-level dataset 151 

which consists of 37 variables divided into five categories: coordinated 152 

influence operations, digital media freedom, states’ internet regulatory 153 

capacity and approach, online media polarization, and social cleavages 154 

(see supplementary materials S2.3 for details and Table S18 for an 155 

overview of item wordings and scale points used). Due to conceptual 156 

and statistical complications of aggregating the variables according to 157 

these categories (see supplementary materials S2.3), we recoded the 158 

variables into the following categories: the presence of (i) domestic and 159 

(ii) foreign social media disinformation, (iii) internet censorship, (iv) 160 

internet governance, (v) online social media use, (vi) online media 161 

diversity, (vii) the use of social media for political action, and (viii) 162 

political polarization (all Cronbach’s α > 0.70). We also collected 163 

country-level statistics: minimum SIM card price, mobile data cost, 164 

country population, the number of phones per capita, and GDP per 165 

capita (see supplementary materials S3.1 for further details).  166 

We noticed substantial variation in the success rate of SMS 167 

verifications, depending on the provider. For instance, 5Sim lists its 168 

success rate per country on its website. In late July 2025, it reported its 169 

success rate for registering a Facebook account in the US as being at 170 

most 21.43%. This may be due to the fact that some providers rely 171 

primarily on virtual SIM cards, which are of lower quality than physical 172 

ones. This is likely because platforms can identify the carrier associated 173 

with a phone number, and their security algorithms may treat numbers 174 

from virtual providers with increased suspicion. After experimenting 175 

with registering our own verifications, we concluded that SMSPVA has 176 

the highest success rate (over 90%). In our analyses, we therefore look 177 

separately at the predictors of SMS verification prices for SMSPVA, in 178 

order to understand the differences between high-quality and lower 179 

quality services. Finally, many of the 500 platforms in the COTSI are of 180 

minimal use in influence campaigns. We therefore also look separately 181 

at the predictors of SMS verification prices for social media and 182 

messaging platforms: Google (incl. YouTube/Gmail), Facebook, 183 

Instagram, Twitter/X, WhatsApp, TikTok, LinkedIn, VKontakte, Discord, 184 

Telegram, Line, WeChat, Snapchat, Weibo, and QQ. Because of non-185 

linearity in our data, we ran mixed-effects gamma regressions with log-186 

transformed SMS verification price as the dependent variable, our 187 

aggregated Digital Society categories and country-level measures as 188 

independent variables, and providers and countries as random effects 189 

(see supplementary materials S3.2).  190 

We find that account verifications via SMS are consistently most 191 

expensive in Japan ($4.93), Australia ($3.24), Turkey ($2.54), and Malta 192 

($2.18). These prices are far higher than other countries including the 193 

US ($0.26), the UK ($0.10), and Russia ($0.08) (see the figure). This may 194 

be related to the price of (physical) SIM cards, which cost a minimum 195 

of $29.77 in Japan, $6.23 in Australia, and $10.37 in Malta. High SIM 196 

card prices may be partially a function of regulation: Japan requires 197 

proof of residency before buying a SIM card, and Australia requires 198 

photo identification (13). However, SIM card price does not tell the full 199 

story, as these cost ~$0.95 in Turkey. That said, registering a SIM card 200 

in Turkey is complex, as phone numbers are linked to passports.  201 

We further find that the most important factors associated with the 202 

price of SMS verifications are the stock of available verifications in a 203 

given country for a given platform (b = 0.92 [0.92, 0.93], p < .001; lower 204 

stocks tend to increase the price), GDP per capita (b = 1.20 [1.08, 1.33], 205 

p = .001; higher GDP predicts higher price), and the number of phones 206 

per capita (b = 0.89 [0.81, 0.97], p = .007; fewer phones are linked to 207 

higher price). All other associations are non-significant at p > .067 (see 208 

Table S11). When zooming in on the provider with the highest 209 

verification success rate (SMSPVA), we find that (in addition to GDP and 210 

phones per capita) a higher minimum price for a SIM card is also 211 

associated with an increase in the price of SMS verifications (b = 1.22 212 

[1.06, 1.40], p = .004). Curiously, the effect for stocks is also significant 213 

but in the opposite direction (b = 1.05 [1.02, 1.07], p = .012; higher 214 

stocks instead increase price). All other p-values > .055 (see Table S14). 215 

We find that, with minor variations, all these associations are robust 216 

when only looking at social media and messaging platforms (see Tables 217 

S13 and S15). Finally, we find no significant associations between our 218 

socio-political variables and SMS verification price. However, when 219 

looking at SMSPVA verifications only, we find marginally significant 220 

effects for (more) domestically produced disinformation on social 221 

media (b = 1.26 [0.99, 1.60], p = .063), and the (lower) use of social 222 

media for political action (b = 0.79 [0.63, 1.00], p = .055) (see Table S14; 223 

supplementary materials S3.3). 224 

 225 

Influence operations during election campaigns 226 

To understand how the online manipulation market might react to 227 

political events, we examined whether the price and availability of SMS 228 

verifications for eight social media platforms (Google/YouTube/Gmail, 229 

Facebook, Instagram, Twitter/X, WhatsApp, TikTok, LinkedIn, and 230 

Telegram) increases ahead of national elections. If confirmed, this may 231 

indicate increased demand for online manipulation services during 232 

contentious political moments, and a sign of influence operations. We 233 



 

 

conducted a cumulative average abnormal returns analysis to see if 234 

SMS verifications prices and stocks yield abnormal returns in the 30 235 

days leading up to 61 national elections held between July 2024 and 236 

June 2025, in countries with >1 million inhabitants. We find that for 237 

Telegram and WhatsApp (though with less statistical confidence for the 238 

latter), SMS verifications prices increase significantly ahead of national 239 

elections, indicating increased demand for such registrations during 240 

these periods. However, we do not find this to be the case for the other 241 

six platforms (see supplementary materials S3.4). 242 

 243 

DISCUSSION 244 

Substantial progress can be made in our understanding of online 245 

influence operations and financial crime by investigating the thriving 246 

market that buttresses online manipulation. We developed the COTSI 247 

to shed light on this underground market. The COTSI has many 248 

applications. For instance, it can be used to track changes in SMS 249 

verification prices and stocks ahead of elections, or to assess if 250 

interventions impact the price or availability of manipulation services. 251 

Drawing on one year of COTSI data, we examined what predicts the 252 

price of SMS verifications. Based on these analyses, we offer several 253 

considerations for policymakers. First, the availability of cheap SIM 254 

cards in some countries may make it easier to mass-register accounts. 255 

Policymakers may therefore investigate malicious actors’ reliance on 256 

local infrastructure, e.g., SIM farms. In April 2025, the United Kingdom 257 

was the first country in Europe to pass legislation making SIM farms 258 

illegal (14). As this law comes into effect, the COTSI will allow us to see 259 

if SMS verification prices in the UK indeed increase. As the price and 260 

availability of SIM cards are associated with high-quality SMS 261 

verification prices, policymakers may consider making the purchase 262 

and registration of a SIM card more complex (without unduly sacrificing 263 

users’ privacy). Shi et al. (9) also suggest making manipulation service 264 

providers harder to find on search engines, thus reducing their visibility.  265 

Regarding the finding that SMS verifications prices increase 266 

significantly ahead of elections for Telegram and WhatsApp, but not 267 

other social media platforms, we offer several explanations (see 268 

supplementary materials S3.4). Most importantly, arbitrage is more 269 

limited for messaging apps. It is easy to use a fake social media account 270 

registered in one country to post about events in another, since the 271 

account’s country of registration is usually not visible to other users. 272 

Messaging apps, however, make it easy to see where an account is 273 

from, thus incentivizing the registration of local (inauthentic) accounts. 274 

Platforms may therefore consider making accounts’ country of 275 

registration more transparent for all users. 276 

Our study is not without limitations. We focus on the SMS 277 

verifications market, which we argue is a cornerstone of the wider 278 

online manipulation economy. However, while we posit a strong 279 

theoretical link between SMS verification prices and the cost of other 280 

services such as fake likes and comments (9), we are currently unable 281 

to trace these costs through the COTSI. Furthermore, there is a risk that 282 

the publication of this paper alerts SMS verification providers, who 283 

might then make access to their APIs more difficult, complicating future 284 

study. We also recognize that inauthentic behavior forms only one part 285 

of a wider set of challenges around digital information consumption 286 

and production. Nonetheless, we believe that our findings serve as a 287 

starting point for boosting trust and safety on online platforms.  288 
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