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Abstract: Rust is a new system-level programming language that prioritizes performance, safety,
and productivity. However, as evidenced in many previous works, unsafe code fragments broadly
exist in Rust projects. The use of these unsafe fragments can fundamentally violate the safety of
systems developed using the programming language. In response to this problem, we propose a
novel methodology (Thetis) to enhance the safety capability of Rust. The core idea of Thetis is to
reduce unsafe code, encapsulate unsafe code using safety rules, and make it easier to verify unsafe
code through formal means. The proposed methodology involves three main components. In the
context of Rust itself, Thetis combines replacement and encapsulation for Interior Unsafe segments,
minimizing unsafe fragments and reducing unsafe operations and their range. For systems developed
using Rust, new ACSL formal statutes are applied to reduce the unsafe potential of the encapsulated
Interior Unsafe segments, enhancing the safety of the system. Regarding the development life cycle
in Rust, Thetis introduces automatic defect detection and optimization based on feature extraction,
improving engineering efficiency. We demonstrate the effectiveness of Thetis by using it to fix defects
in BlogOS and ArceOS. The experimental results reveal that Thetis reduces the number of unsafe
operations in these OSs by 40% and 45%, respectively. The use of Miri to detect and eliminate defects
in ArceOS reduces the likelihood of undefined behavior by about 50%, which effectively demonstrates
that the proposed method can improve the safety of the Rust system. In addition, performance test
results from LMbench show that the performance loss caused by Thetis is only 1.076%, thereby
maintaining the high-performance characteristics of the Rust system.

Keywords: unsafe fragments; interior unsafe; static analysis; system safety

1. Introduction

Traditional system-level programming languages often suffer from memory and con-
currency safety issues [1-4], whereas memory-safe programming languages such as GO
usually suffer from significant runtime overhead [5]. Rust, the most popular system-level
programming language [6,7], balances the two scenarios through its unique safety mecha-
nisms such as ownership and lifetime [8,9]. These mechanisms prevent many vulnerabilities
caused by memory accesses (e.g., use-after-free and buffer overflow) and thread concur-
rency (e.g., data competition). Essentially, Rust aims to ensure safety akin to high-level
languages and performance efficiency comparable to low-level languages, making it an in-
creasingly popular choice for building fundamental software (e.g., operating systems (OSs)
and browsers [10,11]). For example, the rewriting of the Firefox kernel in Rust achieved
better parallelism, safety, modularity, and performance [12].

However, despite the safety mechanisms, existing projects written in Rust may still
have many serious software vulnerabilities. For example, hundreds of bugs have been
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identified in the RustSec Advisory Database [13], including rulex bugs, static-type-map
unmaintained bugs, etc. The main reason for this is that Rust projects for system-level
operations usually contain some unsafe code fragments, which are necessary for low-level
operations but lack the safety guarantees provided by the compiler. More specifically,
Rust comprises two distinct programming languages: Safe Rust (denoted by safe code)
and Unsafe Rust (denoted by unsafe fragments, as the number of code lines is small).
Safe Rust is recommended more by the developers of Rust, as it enables the writing
of high-performance applications and libraries using safety rules, so this type of Rust
code constitutes the main body of the project. On the other hand, unsafe fragments
distinguish themselves using the keyword “unsafe” to bypass strict compiler checks to
support more low-level controls. Unsafe fragments are mainly used to implement five
types of operations [14]: (1) dereferencing a raw pointer; (2) calling an unsafe function or
method; (3) accessing or modifying a mutable static variable; (4) implementing an unsafe
trait; and (5) accessing fields of a union. Previous research has verified that a program
fully written in safe code can completely avoid memory errors [13,15,16]; however, the
unavoidable unsafe fragments may introduce vulnerabilities and make the system less safe.
Although Rust does not completely address the safety issues of system-level programming,
it still offers many advantages over traditional languages such as C.

How can the safety of a system be improved when unsafe fragments are unavoidable?
Formal verification is a commonly used approach, which verifies a system by exploring its
state space using mathematical methods [17]. However, for operating systems, the amount
of code to be verified is huge, the boundaries are extensive, and the code dependencies
between kernels are high. The overhead of verification is not affordable and heavily
depends on the experiences of the engineers. Therefore, we focus on minimizing unsafe
fragments to reduce the unsafe state space, which requires formal verification to ensure
safety. To this end, in this paper, we identify three key challenges:

*  Only formal verification approaches can completely eliminate the vulnerabilities
introduced by unsafe fragments. However, the complexity and dependencies within
operating systems lead to an explosion of formal verification state spaces [18-20]. This
results in formal methods validating only a subset of the system, which is the main
reason for the low feasibility of formalization. To address this problem, new methods
are needed to reduce the set of states in the verification space, thereby reducing the
amount of code and interactions between code.

e  Unsafe fragments in Rust can fundamentally compromise the safety of developed
software, especially OSs. This is the major reason for memory and thread issues
and is unavoidable in system implementations. Therefore, to address this issue, new
methods are required to minimize the use of unsafe fragments and ensure the safety
of developed software. These methods also need to ensure safety for unsafe fragments
that cannot be eliminated.

e Although unsafe fragments are a major contributing factor to system vulnerabilities,
interactions between safe and unsafe code also lead to issues such as memory life-cycle
(MLC) bugs [21]. These interactions can cause misunderstandings and the improper
use of lifetimes. Due to unavoidable unsafe fragments, a system cannot avoid these
interactions. To address this issue, new methods are required to reduce the arbitrary
interactions between safe and unsafe code.

To address these challenges, we propose the Thetis methodology. The core of this ap-
proach is to minimize unsafe fragments and interactions. We have gleaned two key factors
derived from facts. The first is that there are only five types of unsafe code [14] and the
second is that using Interior Unsafe segments can effectively improve safety and compress
the state space to be formally verified. For a limited number of five unsafe operations,
Thetis first replaces them with safe functions. Then, it encapsulates other operations, which
cannot be replaced, as Interior Unsafe functions. Furthermore, combined with static analysis,
new ACSL (the ANSI/ISO C Specification Language) formal specification constructs are
designed for the encapsulated functions. Based on these approaches, Thetis simplifies the
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implementation and reduces the unsafe state space. Compared to similar technologies,
the Thetis method also forms a log of safety checks through automated feature detection.
It offers a significant advantage in terms of improving the efficiency and scalability of
system development. The results of the automated detection can also be used as input for
techniques such as formal verification to improve efficiency and effectiveness. By using the
defect detection method proposed in this article for defect detection and classification, the
accuracy can reach 84.6%. To demonstrate the effectiveness of Thetis, we use it to fix defects
in BlogOS and ArceOS. The experiment shows that the number of unsafe operations in these
OSs was reduced by about 40% and 45%, respectively. Thetis greatly reduced the scope
of unsafe code. In order to better observe the improvement in the security performance
of the Rust system, we used the Miri detection method for ArceOS before and after defect
elimination, reducing the likelihood of undefined behaviors by about 50%. In addition, in
this paper, Thetis only achieved an overall performance loss of 1.076%.

The rest of this paper is organized as follows. Section 2 outlines the need for unsafe su-
perpowers in Rust coding and reviews the related works on safety improvements. Section 3
describes the design idea of the Thetis approach based on minimizing unsafe operations.
Section 4 details the design and construction of Thetis. Section 5 presents the test results of
Thetis for both security and performance aspects. Section 6 concludes with a summary and
an outlook for future work.

2. Background
2.1. Rust Language

High performance, safety, and productivity are the main features of Rust [16]:

e  High performance: Rust’s zero-cost abstraction, high memory efficiency, and no run-
time garbage collection make it a high-performance programming language, suitable
for the development of OSs and applications.

e Safety: The ownership model ensures Rust’s safety by borrowing rules and a rich-type
system in safe code. Many vulnerabilities that are difficult to find in C can be found in
Rust’s compile time, which provides better memory and concurrency safety, providing
more manageable and reliable error handling.

*  Productivity: Productivity is achieved through well-documented specifications, a user-
friendly compiler, clear error messages, and other helpful tools and resources. These
features help the developers understand and use the language, leading to increased
productivity in the development process.

Rust systems can be considered as consisting of safe code and unsafe fragments. Safe
code is the recommended way to write Rust code, ensuring that the developer does not
have to worry about undefined behaviors [22-24]. Rust’s safety mechanism is built around
the concepts of ownership and lifetime to prevent memory and concurrency errors. Rust
ownership [9] states that “each value in Rust has an owner; there can only be one owner at
a time, and when the owner goes out of the scope, the value will be dropped”. Overall, a
safe mechanism can efficiently analyze the use of memory resources during the compilation
phase, enabling fine-grained management of memory.

Unsafe fragments are exactly like safe code with all the rules and semantics, but
they do not have the same memory safety guarantees. Unsafe fragments exist because,
by nature, static analysis is conservative. When the compiler does not have enough
information to guarantee the code’s safety, the code may be rejected. Another reason Rust
has an unsafe alter ego is that the underlying computer hardware is inherently unsafe [14].
Programmers usually use the keyword “unsafe” to bypass compiler checks and perform
some operations that may be vulnerable, which provides more flexibility for Rust. However,
unsafe fragments are similar to C, suffering from many memory and thread issues. Previous
research shows that when checked by the compiler, programs fully written in safe code
can completely avoid memory errors [15]; thus, unsafe fragments are the major reason for
the reduction in the safety of OSs. Therefore, the issue of Rust safety is focused on the
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improvement of unsafe fragments. The following subsections analyze the specific reasons
and the necessity of using unsafe fragments.

2.2. Unsafe Rust

The official Rust documentation [14] specifies five actions that are allowed in unsafe

fragments but not in safe code, which are called unsafe superpowers:

1.

Dereference a raw pointer

Unlike smart pointers, raw pointers are not restricted by safety mechanisms. They
cannot guarantee that the memory addresses they point to are always valid, and they
also lack the concept of lifetime. Additionally, raw pointers require manual memory
management, similar to C, rather than automatic memory management, which is
provided by smart pointers. Therefore, the compiler is unable to check for proper
borrowing or safety guarantees when using raw pointers. Creating a raw pointer
itself is not harmful, but attempting to access the memory address that it points to
may return an invalid value, which is an unsafe operation.

Call an unsafe function or method

Unsafe fragments are often introduced by calling unsafe functions or methods, leading
the compiler to no longer be able to verify the safety issues, e.g., illegal memory
accesses. Therefore, these unsafe functions and methods must be placed in an unsafe
code block to prevent possible issues. However, the unsafe function code block
introduces many unsafe operations. It expands the scope of unsafe fragments, and
other bugs may be inadvertently introduced, which makes it more difficult to ensure
safety. We show an example in Listing 1. The active_level_4_table() function needs to
be implemented for memory management.

Listing 1. Active 4-level page table references.

unsafe fn active_level_4_table(physcial_memory_offset:
VirtAddr)-> &’static mut PageTable {
let (level_4_table_frame, _) = Cr3::read();
let phys = level_4_table_frame. start_address();
let virt = physcial_memory_offset + phys.as_u64();
//call as_mut_ptr() to convert it to a raw pointer
let page_table_ptr: *mut PageTable = virt.

as_mut_ptr () ;

//dereference a raw pointer
&mut *page_table_ptr;

¥

This function creates a raw pointer using the as_mut_ptr() method, which is a safe
operation. Dereferencing the raw pointer in this function requires separate safety
guarantees. Therefore, it should be defined as an unsafe function.

Implement an unsafe trait

A Rust trait is similar to an interface in traditional languages like Java. A trait is
considered unsafe when it contains at least one method with an invariant that the
compiler cannot verify. Its safety needs to be individually guaranteed by the pro-
grammer. Simply put, the vulnerability of an unsafe frait arises from unsafe functions
or methods.

A GlobalAlloc trait can be used to implement a heap allocator, as shown in Listing 2.
The compiler cannot check this automatically, instead requiring the programmer to
ensure the truth of the allocator type.



Appl. Sci. 2023,13, 12738

50f21

Listing 2. Implementation of GlobalAlloc traits.

pub unsafe trait GlobalAlloc {
unsafe fn alloc(&self, layout: Layout) -> *mut u8;
unsafe fn dealloc(&self, ptr: *mut u8, layout:

Layout) ;
// ... other functions
}
unsafe impl GlobalAlloc for SimpleAllocator{ //... }

For example, the alloc() method in this trait, must request an unallocated memory
block; otherwise, it may result in undefined behaviors. Therefore, the alloc() method
is unsafe, which also makes the GlobalAlloc trait unsafe.
4. Access or modify a mutable static variable

Accessing or modifying immutable static variables does not result in any safety issues.
However, for mutable static variables, if the same variable is accessed by multiple
threads, it will cause data competition and data safety cannot be guaranteed. As
shown in Listing 3, accessing the mutable static variable STACK requires putting the
operation into the unsafe block.

Listing 3. Access or modify a mutable static variable.

static mut STACK:[u8; STACK_SIZE] = [0;STATCK_SIZE];
let stack_start = VirtAddr::from_ptr (unsafe {&STACK});

5. Access fields of a union
During memory initialization, the union only specifies the value of one field within it.
Therefore, accessing the fields of the union may result in accessing undefined fields.
This leads to undefined behaviors, which the compiler cannot check. Therefore, it is
unsafe to read and write union fields.

Rust’s safety rules are strict, and the compiler’s static checking of these rules is
conservative. This leads to unsafe code fragments in many projects, which conflicts with
the safety of the system. Balancing these two factors is a challenging problem.

2.3. Rust Language Safety Improvement Study

To reduce the vulnerabilities caused by unsafe fragments, researchers have con-
ducted various studies, including code suggestions/specifications [15,25,26], formal verifi-
cation [27-29], fuzzy testing [30-32], symbolic execution [33-35], and static analysis [36-38].

Zhu et al. [15] proposed six suggestions for learning and programming Rust, allowing
programmers to better understand Rust’s safety mechanisms and develop safer systems.
Qin et al. [25,26] performed the first empirical study of Rust and proposed an important
concept known as Interior Unsafe. Interior Unsafe is defined as a pattern with a function
(or an interface implementation) containing a piece of unsafe code, while the function (or
interface itself) can be called safe. Regarding Interior Unsafe, two helpful insights were
mentioned in the paper: (1) Interior Unsafe is a good way to encapsulate unsafe code,
and developers should first try to properly encapsulate unsafe code in Interior Unsafe
functions before exposing them as unsafe, and (2) Interior Unsafe functions often rely on the
preparation of correct inputs and/or execution environments for their internal unsafe code
to be safe. Using std::sync::Mutex as an example [39] (see Listing 4), the mutex provides
an encapsulated lock() API, adopting the Interior Unsafe concept. Although these studies
provide suggestions for building safer Rust coding specifications, they are all empirical
studies, and the approaches therein depend on the developer’s own familiarity with Rust
and development experience. They do not effectively relieve the burden on developers.
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Listing 4. Interior Unsafe functions in the standard library.

impl<T: 7Sized> Mutex<T> {
pub fn lock(&self) -> LockResult<MutexGuard<’_, T>>{
//Interior Unsafe function
unsafe {
self. inner. raw_lock();
MutexGuard: :new(self)

Formal verification is a method of proving the correctness of operating systems using
theorems. For example, RustBelt [27] is the first formal safety proof for Rust, but it can only
verify a subset rather than all of Rust’s features. Li et al. [37] proposed formalization as a
way of detecting defects, but since the amount of code is so large, it cannot detect all defects.
QIAN et al. [40] proposed that due to kernel function dependencies and the global nature
of verification, formal verification is very difficult. They also pointed out that verifying one
line of C code requires, on average, about twenty-five lines of proof code. Therefore, as
code size and dependencies increase, the complexity of verification increases, requiring a
lot of manual work to perform the transformation, which reduces the efficiency.

Miri [41] detects common undefined behavior in Rust code, such as out-of-bounds
memory accesses, use of uninitialized data, and data races, by generating a Rust intermedi-
ate representation called MIR. However, using this tool for detection results in a significant
number of false negatives and false positives.

The fuzzy testing tool libFuzzer [30] requires analysis of the situation to design fuzzing
targets, making it unsuitable for direct use in library APIs. LibFuzzer was further improved
by RULF [31] but still infers specific types of dependencies. Therefore, this method is
unsuitable for trait operations. Solutions like symbolic execution methods [33,34] also
suffer from the same issues. Rudra [36] detects memory issues in unsafe fragments through
static analysis. However, it can only analyze certain problems.

According to Rice’s theorem [42], any nontrivial property of a language recognized
by a Turing machine is undecidable. This means that a program can be considered a
function that maps inputs to outputs, and there is no generic algorithm that can detect
the non-trivial properties (i.e., properties that are not true or false for all programs) of this
function. Therefore, there is no perfect static analysis that addresses all safety issues. In the
static analysis process, there is inevitably sound and complete behavior [43], as shown in
Figure 1. Thus, the existing Rust static analysis tools [36-38] all suffer from false negatives
and false positives.

T~
all possible true
program behaviros

Overapproximate
false positive

Underapproximate
false negative

Figure 1. Static analysis of false positives and false negatives.
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The existing studies for improving the Rust language do not solve the problem ef-
ficiently, safely, and easily. In summary, since the compiler cannot ensure the safety of
unsafe fragments, formal methods are the only tools that can prove that they are truly safe.
However, the complexity and dependencies of the code make the current proofs difficult
and only a subset of them can be proved. It is a challenge not only to minimize the use of
unavoidable unsafe fragments and reduce the interactions between safe and unsafe code,
which reduces the complexity of Rust unsafety and formal verification, but also to automate
the process to achieve greater efficiency.

3. Thetis Design Ideas

As discussed in Section 1, the amount of unsafe code and dependencies are the
main causes of unsafe systems and formal verification difficulties. Enhancing the safety
capability of Rust and systems developed using Rust necessitates the implementation of a
new methodology to (i) limit the use of unsafe fragments, and (ii) minimize the occurrence
of unplanned interactions between safe and unsafe code.

Regarding (i), we have observed that the specification-like solutions [15,25,26] intro-
duce a lot of subjective randomness, the test-like solutions [33,37,38] all lack accuracy due to
the existence of false positives and false negatives, and the formal-like solutions [27,31,34]
mostly prove a subset of the language due to state explosions and heavily depend on a lot
of experts’ efforts. Therefore, the key idea for addressing this challenge is to balance the
trade-off between test efficiency and proof complexity by minimizing the use of unsafe
code as much as possible. The limited types of unsafe code in Rust provide a means to
achieve this.

Regarding (ii), the Rust programming specification suggests encapsulating unsafe
operations with a safe interface [15,25,26]. Interior Unsafe functions are an effective way to
realize this. Using Inferior Unsafe functions to encapsulate unsafe fragments may provide a
safe calling interface for developers. It significantly reduces the scope of unsafe fragments
and the interactions between unsafe and safe code. These implementations are generally
subjected to rigorous manual checks, so the safe code interfaces built on top of these
implementations can be assumed to be safe. We note the second insight about Interior
Unsafe functions in [25] and develop a novel idea to use ACSL to enhance their safety. This
idea partially addresses the problem of the preparation of correct inputs and/or execution
environments, and it can also reduce the state space of the formal verification.

With this in mind, we propose a new methodology, known as Thetis. The overall
design of Thetis is based on the idea of minimizing the use of unsafe fragments and follows
four principles:

*  Principle 1: Functionally equivalent replacement. For finite-type unsafe operations,
Thetis first replaces them with functionally equivalent safe Rust functions where
possible. This principle directly eliminates the vulnerabilities of unsafe fragments.

*  Principle 2: Interior Unsafe encapsulation. For unavoidable unsafe operations, Thetis
encapsulates those that cannot be replaced within Interior Unsafe functions. This prin-
ciple reduces the scope of unsafe effects, thus indirectly reducing the vulnerabilities of
unsafe fragments.

*  Principle 3: Adding the ACSL formal specification. New ACSL formal specifications
are presented to constrain the potential vulnerabilities of Interior Unsafe encapsulated
functions. This principle provides lifetime support and partial verification to the
variables or operations in the Interior Unsafe section.

*  Principle 4: Automatic defect detection and revision. Thetis introduces an automatic
detection technique for extracting defects based on unsafe features, and the gener-
ated defect report provides guidance for minimizing unsafe fragments. Thetis can
automatically provide the suggested safe code to replace the unsafe code, with the
same functionality.

The basic Thetis framework is shown in Figure 2. Specifically, Thetis manages five
types of unsafe operations in a flexible, safe, and efficient manner, as discussed in Section 2.
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Thetis is designed based on a finite type of unsafe operations, reducing the complexity of
optimization and the possibility of false positives and false negatives and ensuring that
the system is as safe and reliable as possible. Firstly, it tries to directly replace the mutable
static variables and union types with safe implementations to eliminate unsafe fragments.

Feature Input defect 1: Dereference a raw pointer
: defect 2: Call an unsafe function it
‘ ; I each type of H N Defect Iy defect 3¢ Impl " fe trait Number and location of
: | unsafe defects g Detection L elect 3: Implement an unsale ral each type of defect
Defect detection based | defect 4: Access/imodify static mut
on feature analysis defect 5: Access fields of union
static analysis Formal verification
e o o oo ooo oo and defect repair
% ACSL formal ,
| Eliminate Access staic mut | | statute design ar
| unsafe usage ===p>|jRenlacamenty/ === or union A
N Regulatory —
i interior = F desicp
*  Reduce unsafe . unsafe awponet
~ Encapsulation unsafe fn
range p )
unsafe trait

Minimize unsafe ./

Figure 2. Basic framework of Thetis.

Before diving into the specific design details, we reiterate the necessity and reasons
for the replacement. Like the designers of Rust, we also consider that union-type design is
necessary for Rust’s language design. It provides interoperability with low-level system
programming and reduces memory storage requirements. In certain situations, it bypasses
compiler checks, offering greater flexibility and efficiency. Additionally, in cases where
safety is the primary concern, we may be willing to sacrifice some performance and
programming flexibility for the sake of safety.

For operations that are not replaceable, such as dereferenced raw pointers, unsafe
functions, and traits, the Rust programming specification suggests encapsulating unsafe
operations with a safe interface [15,25,26]. Therefore, Thetis encapsulates these operations
based on the concept of Interior Unsafe. Developers only need to call these safe interfaces
when designing the system. This effectively reduces the scope of unsafe fragments and the
interactions between unsafe and safe code, improving code maintainability. For systems
developed using Rust, Thetis combines the ACSL static analysis methods for Interior Unsafe
encapsulated functions to formalize the specification. It provides lifetime support and
partial verification for unsafe fragments. For example, asserts are used to verify that
unsafe fragments satisfy certain properties, and function contracts are used to verify that
implementations and invocations of functional modules are legal. This method provides
a framework to help reduce common unsafe states and potential vulnerabilities in the
system. The combination of the two approaches minimizes unsafe fragments and reduces
the amount of code checking required. Developers only need to call these designed safe
interfaces in use, which reduces the burden on developers. With the scope of unsafety
reduced, the state space of the formal proof becomes easier to analyze. This method
balances testing efficiency and proof complexity, which allows systems to be safely verified
using formal methods. Finally, considering that manual defect analysis is time-consuming
and difficult, Thetis uses lexical analysis for finite types of unsafe operations and offers
automatic defect checks and optimization based on unsafe features. The detection results
form a log that can provide guidance for formal verification, thus improving efficiency
and effectiveness.
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4. Design and Construction of Thetis

In the specific implementation of Thetis, our goal is to address all five types of un-
safe operations to reduce system-wide vulnerabilities with the guidance of the aforemen-
tioned principles.

4.1. Functionally Equivalent Replacement
4.1.1. Replacement of Mutable Static Variables

Static variables are placed in a data segment at initialization, and the data in that space
occupy that storage for the entire runtime of the program. When multiple threads access
the same mutable static variable, concurrency issues may occur, including Read-After-Write
(RAW), Write-After-Read (WAR), and Write-After-Write (WAW) issues. The most common
problem is data competition, which may cause deadlocks and result in invalid data.

Thetis detects mutable static variable usage based on features and replaces them with
mutexes. It can directly transform the unsafe fragments into safe code, as shown in Figure 3.
Mutex<T>, a smart pointer in Rust, is designed under the principle of interior mutability.
Interior mutability [44] means that the value bound to a variable can be modified, even if
the variable itself is immutable or immutably borrowed. This provides a great functional
alternative for accessing or modifying mutable static variables. Meanwhile, the compiler
can perform borrow checking for a mutex. When operations violate borrow-checking rules,
the code may compile successfully but will suffer from panic at runtime. By replacing
mutable static variables with mutexes, Thetis can completely eliminate this type of unsafe
fragment, significantly reducing computational overhead. We use LMbench to measure the
performance overhead in Section 5.2.

Step 1: Access or modify Step 2: Optimization of modified

mutable static variables : i mutable static variables using
; : replacement

Definition of mutable

static variables

Use Mutex<T> to redefine
unsafe ! : : Variable static variables
/faccess or modify mutable ' i

static variables
!

s Call the lock() method, then
: : access or modify the variable

other code

Figure 3. Replacement of mutable static variables.

Mutex replacement can cause deadlock issues. System-level deadlocks occur when
multiple processes or threads in a computer system are unable to proceed because each is
waiting for a resource that is held by another process. The most common cause of deadlocks
is forgetting to use unlock mechanisms later [45]. In the C/C++ language, mutexes must be
manually unlocked; otherwise, it will cause deadlocks and reduce system concurrency and
performance. Thanks to the lifetime feature of Rust, it will automatically release the lock
after the lifetime ends. This greatly reduces the possibility of deadlocks after replacement.
In the remaining deadlock situations, we consider that the use of mutable static variables
poses a thread safety issue rather than being caused by a mutex. This requires modifications
to the code logic. We use an example to verify the correctness of module functionality after
replacement. In Listing 5, we provide the code before and after the replacement. Actual
operation results show that replacing the module works correctly. Replacement in more
complex scenarios is conducted through experiments.
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Listing 5. Correctness of mutex replacement function.
//Before replacement // After replacement
static mut TE:u32=0; static TE:Mutex<u32>=Mutex::new(0);
fn adt(inc:u32){ fn adt(inc:u32){
unsafe {TE += inc;} let t = TE.lock () .unwarp();
} *t += inc;
}

In general, replacing mutable static variables with mutexes improves code maintain-
ability and clearly expresses the intent and constraints of the code, thereby reducing the
possibility of errors.

4.1.2. Replacement of Union Types

A union is similar to a type struct in terms of definition but allows storing different
data types in the same memory location. For this reason, when accessing some fields of a
union, it may overwrite other data’s fields or access undefined memory space, resulting in
faults. Therefore, in Thetis, the type struct is used to replace union for optimization.

Thetis optimizes the union operations based on feature detection and replacement.

We note that the struct syntax is similar in form to the union keyword. The struct can
be used in safe code fragments. Therefore, we propose replacing union with struct in safety
scenarios. However, direct replacement is quite challenging. In this paper, we propose a
framework that offers many equivalent alternatives for the syntax.

Firstly, from the perspective of initializing memory languages, in the initialization of
union, only one of the fields needs to be initialized with a value. The type struct, on the other
hand, needs to be initialized for all the fields it contains. We achieve this by implementing
“#[derive(Default)]” for the replaced struct, where each field is first initialized using the
default value before being modified based on the initialized fields in the union. Regarding
#[derive (Default)], it automatically uses the default trait code for the struct, as shown in
Listing 6, assigning default values to each field.

Listing 6. Default trait automatically generated initialization code.

#[derive (Default)]
struct Te{f1:u32,f2:f32};
impl Default for Te{
fn default() -> Self { Self{f1:0, £2:0.0,} }
}

Secondly, from the perspective of accessibility, when using the union field multiple
times during initialization, the value of each initialization will overwrite the previous
memory space. However, struct will retain the results of each assignment. This will result
in nonequivalence between the struct and union substitution. To address this issue, we
add assertions after replacing the struct fields to prevent access to undefined fields in the
union before the replacement, maintaining semantic consistency. To better understand our
replacement process, we provide an example, as shown in Listing 7.

Listing 7. Correctness of union replacement function.

// After replacement //Before replacement
#[derive[Default]] union Te{f1:u32, f2:£f32}%};
struct Te{f1:u32,f2:f32}; let u = Te{f1:1};

let u = Te::default(); u.fl = 1;unsafe{let f=u.fl};
let f = u.f1; let m = Te{f2:2.0};
assert_eq!(u.f1=1&&u.f2= unsafe {u.f2};

Te.default () ,true);
let m = Te::default(); u.f2=2.0;
assert_eq!(u.f1=Te.default () &&u.£f2=2.0, true);
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Step 1: dereferencing a raw pointell‘
: test_1() function

Finally, we consider that the replacement of union with struct directly reduces the use
of the “unsafe” keyword while also introducing a small memory overhead. We discuss the
overheads in Section 5.2. In general, we analyze the equivalence of replacement frameworks
from the perspectives of memory layout and accessibility. Although Listing 7 is a simple
example, it also shows that the replaced functionality is correct. In this paper, we did not
use formal semantic equivalence proof methods to prove complete equivalence, which is
too complex. However, our theoretical and practical analyses of the appeal provide us
with reasonable support. The purpose of the design of Thetis is to automatically provide
recommended safe code, which can replace unsafe code, with the same functionality.

4.2. Interior Unsafe Encapsulation and ACSL Specification
4.2.1. Measures for Dereferencing Raw Pointers

For dereferencing raw pointers, the correctness of the pointed address cannot be
guaranteed because it does not always point to a legal address, and the problem exists that
many raw pointers point to the same memory space or NULL. In addition, raw pointers
do not have an automatic garbage collection mechanism, which may cause undefined
behaviors. Also, Rust does not provide the concept of lifetime for raw pointers, and borrow
checking is unavailable. A raw pointer that exceeds its actual lifetime may cause a dangling
reference (freeing memory but retaining a pointer to it) issue.

In general, it is safe to create a raw pointer but unsafe to dereference it. The reason for
this is that there is no way to guarantee memory safety. To address this problem, Thetis
automates the process of locating code corresponding to operations that dereferenced raw
pointers to adjust the structure of unsafe fragments through Interior Unsafe encapsulation.
An encapsulated function is shown in Step 2 in Figure 4.

,"'Step 3: Designing statutes for interiof‘-:

Step 2: Encapsulation using interior unsafe functions test_2()

unsafe test_1() function

test_2(r:&'static,...... )

raw pointer creation ' ’ raw pointer creation ‘
and other code

and other code //legal memory judgment

unsafe {
//dereference a raw pointer

1
s

assert!(...... )

unsafe {
//dereference a raw pointer

other operations code ‘

Figure 4. Encapsulation of dereferenced raw pointers.

In addition, we propose a new specification for the encapsulated library functions
based on the ACSL method, further reducing the vulnerabilities of the dereferenced raw
pointers. The specific design process for the encapsulated functions is as follows:

a.  We use static (the standard Rust static lifetime annotation) to explicitly mark the
lifetime of raw pointers.
Although this method may indicate a lifetime exceeding the actual one for a raw
pointer, the compiler will be able to perform borrow checking and incorporate the
RAII (Resource Acquisition Is Initialization) concept [46] to automatically recycle
and clean memory, thus reducing undefined behaviors.

b.  We use an assert to constrain the execution state of the program at runtime.
The goal of an assert in ACSL is to verify the correctness of the code (Figure 5). When
the assert code is correct, it can be stated the code that runs before the assert is valid.
Thetis inserts the assert before the dereferenced raw pointers, which guarantees that
only legal memory can be accessed.
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function:
Related Codes Code Q{}ﬂﬁﬁcaﬁm
assert assert valid

Figure 5. Assert verification.

For optimization, Thetis encapsulates the operation of dereferencing the raw pointer
and provides a safe calling interface. Step 3 in Figure 4 demonstrates how to use static
analysis to ensure safety after encapsulation. Also, the Thetis function is flexible and
extensible. The most common way to safely use raw pointers is to ensure that the deref-
erenced pointer is not null and is correctly aligned with the reference target type. In our
implementation, Thetis provides a more general framework to guide the elimination of
unsafe states in unsafe code. Therefore, we use is_null in the assert to provide a mini-
mum level of safety. However, it can be combined with context to incorporate checks on
pointer memory addresses, which can further enhance safety. The performance cost of
assertion instructions can vary depending on several factors, including the complexity of
specific implementations and assertion conditions. We discuss the performance impact in
Section 5.2.

4.2.2. Measures for Unsafe Traits/Functions

A trait is unsafe when it is implemented using any method with unsafe functions (fns).
Therefore, ensuring the safety of the unsafe trait is equivalent to reducing the scope of
the unsafe functions. Most implementations treat the entire function body of an unsafe
function as a large unsafe block, which expands the scope of unsafe fragments, making it
more dangerous and difficult to detect unsafe operations.

Based on principles 2 and 3, Thetis takes measures to encapsulate and validate unsafe
functions and trait code. The method relies on the Interior Unsafe concept. It adjusts the
scope of the vulnerabilities in functions and then replaces them with an Interior Unsafe
block, as shown in Step 2 in Figure 6. This method efficiently reduces the scope of the
vulnerabilities and makes it easier to check for them. With the scope of the vulnerabilities
reduced, the process of improving and verifying safety is further simplified. Additionally,
for some Interior Unsafe functions, the safety depends on the input and the execution
environment [26] so it is essential to describe the context. ACSL provides a function
contract design to verify the legitimacy of the code [47,48], which is expressed as a Hoare
logic expression ({pre-condition} function body {post-condition}), as shown in Figure 7. Thetis
annotates function calls with appropriate pre- and post-conditions for Interior Unsafe
functions according to the verification logic. The assert is used not only to check whether
the state provided by the current calling environment is satisfied but also to detect the
return status of the function indicated by the post-conditions if the pre-conditions are
satisfied. If the function passes the detection of the pre- and post-conditions, the correctness
and safety of the scheduled process will be ensured.
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Step 1: call the unsafe function
test_3() function

pub unsafe fn test 3 {

// Interior unsafe operations such
as unsafe memory allocation

Interior Function
Implementation

Step 2: Locate unsafe operation
Reduce the scope of unsafe code

'pun unsafe fn test 3 {

Interior Function
Implementation
unsafe |
/lcode with no guarantee
of safety
}

Step 3: Formalize the statute and

add pre and post conditions

pun unsafe fn test 3 {

Interior Function
Implementation
//pre-conditions

unsafe {
/feode with no guarantee

of safety

1
S

1 ! 1
s ; ] i

v Interior Function
} Implementation ; //post-conditions

Figure 6. The framework for optimizing unsafe functions or methods.

//pre conditions
//post conditions
function declara

Function
Implementation

Figure 7. Contract validation functions.

The optimization framework for unsafe functions is illustrated in Figure 6. It is also
suitable for unsafe traits. When all unsafe functions for a trait have been optimized, the
“unsafe” keywords can fully be removed from the trait.

4.3. Defect Detection Inspection Based on Feature Analysis

Optimizing large-scale systems during development and maintenance is challenging
due to the extensive manual effort required [49,50]. To simplify these manual processes and
enhance accuracy and speed, our method can automatically detect defects based on feature
extraction. It also creates a log of safety checks, which provides a basis for the system to
further enhance system safety.

To ensure a strong correlation between the selected features and each category of
Unsafe Rust operations, this paper utilizes correlation analysis methods for evaluation.
We employ the SPSS data analysis tool to calculate the correlations between features
and unsafe operations, which mainly fall into two categories: statistical correlations and
probabilistic correlations. For statistical correlations, three calculation methods can be
chosen: Pearson [51], Spearman [52], and Kendall [53]. These methods analyze the strength
and direction of the relationship between two variables. For probabilistic correlations,
Bayesian statistical methods can be used to analyze the degree of association between the
two. After calculating the correlation coefficients for the selected features, the operations
of each category of Unsafe Rust are categorized based on keywords, function names, and
operations, as shown in Table 1.
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Table 1. Unsafe Rust feature extraction table.

Type Keyword Function Name Operators
Dereference a raw pointer *mut/const T unsafef. . . } as or other ways
Call an unsafe function or method unsafe fn Self-defined /
Implement an unsafe trait unsafe impl Self-defined /
Access or modify a mutable static variable static mut unsafef. . . } read, +, —, %, /...
Access field of union unsafe fn Self-defined read, +, —, %, /...

The key information is extracted based on the lexical rules of five types of unsafe
operations, e.g., keywords, function names, operators, etc., as illustrated in Table 1. The
algorithm for feature recognition in defect detection is presented in Algorithm 1. This
algorithm takes the operating system source code as input and uses regular expressions to
classify, tag, and extract each type of unsafe operation. The output is a report containing
specific defect information.

Algorithm 1 Feature-based defect identification

input: Operating system source code files;
1: Store regular expressions to describe each type of defect in regex_array[5]
2: forfinfs do

3:  if ends with Zrs then
4 for i=0; i<5; i++ do
5: if regex == regex_array[i] then
6: Ist =]
7: count[i]++, which is used to count occurrences
8: txt[index_1] == {,press into the stack Ist.append({)
9: According to the matching item left bracket, txt[index_2] ==}, out of the stack
Ist.pop()
10: end = index_2 - index_1, which is the defective content, is output to the txt
11: else
12: Output no match
13: end if
14: end for
15:  else
16: continue
17:  end if
18: end for

output: Defect Report

Compared to the C language, Rust has fewer unsafe operation types, reducing the
possibility of false positives and false negatives during large-scale analysis. The method
proposed in this paper is based on finite-type feature extraction, which automatically
addresses problems. It has the benefit of increasing the accuracy of defect detection and
provides guidance for optimizing the system.

5. Experiments and Results
5.1. Safety

One goal of designing and optimizing an operating system is to ensure system safety.
When Unsafe Rust is unavoidable in system design, defect detection and elimination
methods are important means of enhancing system safety. This section mainly tests the
Thetis method proposed in this paper.

Firstly, we selected four open source operating systems written in Rust, namely Re-
dox [10], KatoOS [54], Theseus [55], and BlogOS [56], and analyzed the memory allocation
API alloc.rs in the standard library [57].
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e  Redox v0.6.0 [10]: A Unix-like OS written in Rust that aims to realize the full set of
applications and provide system safety for Rust.

*  Theseus v1.0 [55]: Uses the Rust compiler to guarantee the safety of the OS, which
improves the performance of the system itself.

¢ KataOS v2.0 [54]: Designed using the Rust language and built on the sel4 [40] ker-
nel, which is mathematically safe, with the features of confidentiality, integrity, and
availability.

*  BlogOS v2.0 [56]: Used for the teaching of Rust-based OSs and currently includes
interrupt handling and memory management functions.

All these OSes are designed using Rust and provide unique safety mechanisms for
improving safety compared to traditional language-based systems. However, none of them
are specifically optimized for unsafe code fragments and simply use the “unsafe” keyword
to isolate unsafe and safe code fragments. We input all systems and libraries into the Thetis
defect detection system, and the proportion of each type of unsafe operation was counted,
as shown in Table 2.

Table 2. Statistics of unsafe operations.

Dereferencing Calling Unsafe Mutable
Name Raw Unsafe Traits Unions Static
Pointers Functions Variables
Redox [10] 1086 4129 513 454 321
KatoOS [55] 28 368 1 3 10
Theseus [54] 89 335 10 1 12
BlogOS [56] 1 21 6 0 1
ArceOS [58] 94 359 57 25 1
alloc.rs [57] 3 8 1 0 0

We can see that unsafe fragments are unavoidable, even when designing a small
standard library. The most commonly used operation is calling unsafe functions or methods,
followed by dereferencing raw pointers, even without using union types in some simple
systems. Depending on the defect report, Thetis can be used to optimize unsafe operations
and reduce memory and thread issues.

Furthermore, to better evaluate the accuracy of feature-based defect detection methods,
we assessed them by calculating the detection accuracy (Acc). The calculation of Acc is
based on the ratio of correctly predicted samples to all predicted samples as a measure of
classification accuracy [59]. The specific calculation is shown in the following formula.

Accuracy = TP +1N
Y= TP IN+ FP + FN

where TP is the true positive rate, TN is the true negative rate, FP is the false positive rate,
and FN is the false negative rate.

We manually inspected the defect detection and classification results of Hubris [60],
BlogOS, and ArceOS, and the accuracy values obtained are shown in Table 3. From these
results, it can be observed that due to the presence of behaviors such as dereferencing raw
pointers through library encapsulated functions, dereferencing raw pointers in “unsafe fn”,
and accessing mutable static variables in the system design, there were cases of duplicate
classifications and misclassifications in the identification process. However, on average, the
proposed defect detection method in this paper achieved an average detection accuracy
of 84.6%. We selected Miri, a commonly used defect-checking method in Rust, to perform
defect detection on ArceOS and calculate the accuracy of this method. As shown in Table 3,
it achieved an accuracy of around 63.6%, and there were numerous cases of false negatives
and false positives in the detection results. The accuracy of our method was superior to
that of Miri by approximately 20%.
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Table 3. Defect detection accuracy.

System Detection Method Detection Accuracy
Hubris Defect detection based on feature extraction 87.8%
BlogOS Defect detection based on feature extraction 80.6%
ArceOS Defect detection based on feature extraction 85.4%
ArceOS Miri (Defect Detection Techniques for Rust Language) 63.6%

To demonstrate the flexibility of Thetis, we employed it to fix BlogOS and ArceOS. Con-
sidering the overhead of manually writing assertions and setting pre- and post-conditions,
the method proposed in this paper mainly improved the axfs, axlog, and axsnyc modules
in the ArceOS modular operating system.

According to the defect report, we found defects in memory.rs in BlogOS, such as
the active_level_4_table() function shown in Listing 1 (in Section 2). This function was
declared unsafe, and its vulnerability mainly derived from two aspects: (i) the correctness
of “physical_memory_offset”, which should map physical memory to the correct virtual
memory; and (ii) the memory safety of dereferencing a raw pointer. Relying on Thetis, we
first used the Interior Unsafe concept to encapsulate the unsafe operation of dereferencing a
raw pointer. This reduced the range of unsafe fragments. Through static analysis, we added
pre-conditions to guarantee the correctness of “physical_memory_offset”. The repaired
code is shown in Listing 8. The optimization process of unsafe traits is similar to that of
unsafe functions. First, the specific causes of the unsafe trait are analyzed. Then, it is
encapsulated and verified using the Interior Unsafe and ACSL methods. For unsafe traits
that cannot be encapsulated, pre- and post-conditions are added for each of the methods.
Thus, developers can be further guided in performing the subsequent checking process.

Listing 8. Optimize active_level 4_table().
fn active_level_4_table(physcial_memory_offset:VirtAddr) ->
&’static mut PageTable {
let (level_4_table_frame, _) = Cr3::read();
let phys = level_4_table_frame. start_address();
//Determine if the passed physcial_memory_offset is
correct
assert! (physcial_memory_offset, VirtAddr::new(boot_info
physical_memory_offset);
let virt = physcial_memory_offset + phys. as_u64();
let page_table_ptr:*mut PageTable = virt.as_mut_ptr();
//Encapsulation of dereference a raw pointers
raw_usage (page_table_ptr);

pub fn raw_usage(r:&’static mut PageTable) -> &’static mut
PageTable {
assert!('r. is_null());
unsafe { &mut *r }

}

The unsafe operation of accessing and modifying static variables was found in the
source gdt.rs according to the defect report, as shown in Listing 3 (in Section 2)). Under
the guidance of Thetis, we replaced it with a mutex, and the optimized result is shown in
Listing 9.

Listing 9. Accessing static variable optimization process.
let STACK = Mutex::new(vec![0; STACK_SIZE]);
let stack_guard STACK.lock () .unwrap ) ;
let stack_start =VirtAddr::from_ptr(stack_guard.as_ptr());
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Since a union is not used in BlogOS and ArcoOS, the processing is not described here.
We checked the repaired system again and compared it to the original one. The number of
unsafe operations changed, as shown in Figure 8.
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Figure 8. Comparison chart of unsafe operations. (a) Comparison of BlogOS before and
after repair. (b) Comparison of three modules selected from ArceOS before and after repair.

In Figure 8, it can be seen that after using Thetis to repair the BlogOS and ArceOS
modules, the overall number of unsafe operations decreased by about 41.3% and 45%, re-
spectively. The unsafe operations of dereferencing raw pointers and accessing/modifying
mutable static variables were completely eliminated through replacement and encapsula-
tion, which effectively and directly reduced unsafe usage. For the unsafe functions/traits,
the scope and state of vulnerabilities were reduced through encapsulation and static analy-
sis. In addition, some unsafe functions could not be directly replaced with safe ones. With
the scope of the vulnerabilities reduced, the state complexity of formal verification was
also reduced. Therefore, the potential for designing and verifying truly safe systems was
increased. Here, we should note an additional problem. A standard/core library is widely
used in Rust-based OSs, and this library almost always contains unsafe fragments. There-
fore, Thetis should also be used to optimize this library along with the project development.

Finally, to verify the effectiveness of Thetis in defect reduction, we used Miri to
detect undefined behaviors in ArceOS modules before and after repair. The detection
results show that the potential for UBs in the system decreased by approximately 50%.
The Thetis method proposed in this article significantly reduced Unsafe Rust operations
and minimized interactions between Unsafe Rust and Safe Rust. Specifically, as shown
in Listing 10 after eliminating the issues, ArceOS was tested again with Miri, and the
direct use of Unsafe Rust operations (such as dereferencing raw pointers in the table)
in the system was eliminated, thereby reducing the use of Unsafe Rust. Through anal-
ysis combined with inspecting the source code, operations like “run_queue:init()” and
“INIT.call_once(thread::init_scheduler)”, as shown in Listing 10, contained vulnerabilities
resulting from the interaction between directly calling Unsafe Rust (as indicated by derefer-
encing raw pointers in the table) and Safe Rust code. The proposed method improved the
safety of Unsafe Rust, reduced interactions, and limited the scope of vulnerabilities.
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Listing 10. Instructionsfor each type of Unsafe Rust operation.

self .0 as *mut u8 //Unsafe Rust: dereference raw pointers

//The safety risks brought by the interaction between
Unsafe Rust and Safe Rust

crate::run\_queue::init () ;

INIT.call\_once(thread::init\_scheduler) ;

5.2. Performance

Another goal in the design and optimization of an operating system is high perfor-
mance. Unsafe Rust, when used with the "unsafe" keyword, bypasses the compiler’s checks,
which can lead to performance improvements to some extent. Thetis, which is based on
minimizing the use of Unsafe Rust, incurs certain performance overheads. This section
mainly focuses on the analysis and testing of Thetis’s performance.

For defect detection, the feature-based automated defect detection method proposed
in this paper utilizes static feature extraction and regular expression matching. As shown
in Table 4, compared to traditional static detection methods, our method is based on source
code analysis, without the need for actual program execution. Dynamic detection methods,
on the other hand, require program execution and monitoring, which incur significant
time and resource costs. However, dynamic detection can cover more execution paths and
potential error scenarios through monitoring, whereas static analysis may have a higher
risk of false negatives and false positives. Our method, which is based on limited feature
extraction, narrows down the detection scope, reduces the possibility of false negatives and
false positives, and does not incur significant overheads. Lastly, considering deployment
and usability aspects, dynamic detection methods usually require deployment and program
execution in real environments, requiring certain technical expertise and resources, and
in some cases, they may impact the program’s performance. In contrast, the feature
extraction and static detection method proposed in this paper can be directly applied to the
source code or compiled code, making it relatively straightforward to use. Therefore, the
automated defect detection method proposed in this paper improves detection accuracy
without causing excessive performance overhead.

Table 4. Performance analysis of defect detection methods.

Defect Detection . Deployment
Method Time and Resources Coverage Difficulty
Feature extraction Source level All unsafe code Automated, Simple
Static method Source code/compiler  Static structure/logic Relatively simple
Dynamic method Runtime monitoring Runtime behavior Requires
technology/resources

For defect elimination, firstly, a theoretical analysis of the potential overhead in defect
elimination methods is performed: (1) For unsafe operations accessing union fields, this
paper uses struct as an alternative. During this process, it is necessary to allocate memory
space and assign values to all fields in the union, which incurs certain memory overheads;
(2) For unsafe operations accessing/modifying static variables, this paper uses mutex locks
as an alternative, as the use of locks can increase system runtime overhead. When there is
no conflict, the processor cost of acquiring and releasing locks is equivalent to the cost of
CAS instructions. If there is a conflict, it will enter a sleep state waiting for wake-up, which
increases the cost of context switching and thread scheduling. (3) For other types of unsafe
operations, interior unsafe encapsulation may incur overheads.

Despite the performance overhead of the method proposed in this paper, combining
the defect detection results reveals that unions and mutable static variables account for a
small proportion of system design, and the switching overhead caused by internal unsafe
encapsulation is theoretically small as well. Therefore, theoretically, the defect elimination
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method designed in this paper has little impact on the performance of Rust systems.

In order to accurately measure these overheads, this section utilizes LMbench [61] to test
the Rust system (specifically, the rCore system [62]) before and after defect elimination. The
test results, as shown in Figure 9, demonstrate that the overall performance decreases by
approximately 1.076%, maintaining the high-performance characteristics of the Rust system.
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Figure 9. LMbench performance.

6. Conclusions and Future Work

In this paper, we propose Thetis, a novel methodology that can automatically provide
suggested safe code, thereby minimizing unsafe code fragments and improving system
safety. Essentially, Thetis combines replacement and encapsulation for Interior Unsafe
functions, effectively reducing the scope of unsafe fragments and the interactions between
unsafe and safe code. Additionally, the reduction in the scope of unsafe code simplifies
formal verification, offering greater potential for designing safer OSs. Furthermore, new
ACSL formal statutes are applied to reduce the unsafe potential of the encapsulated Interior
Unsafe functions. Thus, raw pointers can achieve lifetime support, and unsafe functions
can be partially verified by condition limitations. Moreover, automatic defect detection and
optimization based on feature extraction are introduced, which reduces the complexity of
manual checking and improves development efficiency.

Overall, Thetis is flexible and extensible. It allows developers to expand the scope
of safety checks and further enhance system safety based on context and experience.
And, it effectively improves development efficiency. With the development of the Rust
programming language, there are an increasing number of studies that focus on enhancing
Rust’s safety. These can be easily integrated into encapsulated library functions. Benefiting
from Thetis’s extensibility, developers can minimize source modifications. Thetis can not
only directly reduce unsafe operations in the OS source code but also reduce the occurrence
of false negatives and false positives in program testing, thereby greatly improving system
safety and reliability. In the future, Thetis can also be combined with machine learning
technologies to further enhance system safety optimization and verification.
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