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Network (DISN) that allows for unprecedented analysis of the performance, use, and

Keywords: interaction with buildings. Multiple technologies vie for leading this transformation.
Dense Indoor Sensor Network We explore Long Range Wide Area Network (LORAWAN) as an alternative for creating
LoRAWAN indoor sensor networks that extends beyond its original long-distance communication
Fused Twins purpose. For the present paper, we developed a DISN with 390 sensor nodes and four
Human presence gateways and empirically evaluated its performance for two years. Our analysis of

Effective Signal Power more than 86 million transmissions revealed that DISNs achieve a much lower distance

coverage compared to estimations from previous research indicating that more gateways
are required. In addition, the deployment of multiple gateways decreased the loss of
transmissions due to environmental and network factors. Given the complexity of our
system, we received few colliding concurrent messages, which demonstrates a gap
between the projected requirements of LORAWAN systems and the actual requirements
of real-world applications given sufficient gateways. We also contribute to the modelling
of transmissions with our comparison of attenuation models derived from multiple
methodologies. Across all models, we find that robust coverage in an indoor environment
can be maintained by placing a gateway every 30 m and every 5 floors. Finally, we also
investigate the application of DISNs for the passive sensing and visualisation of human
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presence using a Digital Twin (DT) and a Fused Twins (FT) representation in Augmented
Reality (AR). A passive sensing approach allows us to gather relevant data on human
use of a building while still preserving privacy via the aggregation process. Immersive
in situ visualisations in FT allow for new interactions and new forms of participation.
We conclude that DISNs are already technologically feasible today and basing them on
Low Power Wide Area Network (LPWAN) offers intriguing possibilities to reduce energy
consumption, maintenance cost, and bandwidth use while also enabling new forms of
human-building interaction.
© 2022 The Authors. Published by Elsevier B.V. This is an open access article under the CCBY
license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

The Internet of Things (I0T) is increasingly permeating spaces, and the increasing density of devices allows researchers
to move from specific applications to the analysis of the overall system in a Digital Twin (DT). In this context, a Dense
Indoor Sensor Network (DISN) based on Low Power Wide Area Network (LPWAN), as often found in smart buildings
and smart cities, provides opportunities to estimate human presence in the wild and their interaction with the building.
Originally, LPWANs were developed to cover large outdoor distances with a robust signal at low cost [1-8]. In a LPWAN
setup, devices are not easily accessible and must operate with limited maintenance, without external energy supply, and
with limited capacity for data transmission [9]. Notably, the features of LPWAN that enable robust long-distance outdoor
communication are also attractive indoors because of the low additional overhead for existing infrastructure and easier
management of densely crowded Bandwidth (BW). In public spaces, many other communication devices based on BLE
and WiFi crowd some Carrier Frequencys (CFs), and shifting IoT transmission to another BW can be beneficial. However,
one drawback of LPWAN implementations is that a low Data Rate (DR) may be further diminished in order to increase
signal quality.

Long Range Wide Area Network (LORAWAN) [10] has become the most common LPWAN standard [11] and is
gaining attention [9] in both research and industry for three reasons. First, LORAWAN is an open standard, and the
only proprietary component from Semtech is a low-cost LoRa Transceiver (LoRA PHY) [10]. Second, LORAWAN uses the
unlicensed Industrial, Scientific, and Medical Frequency Bands (ISM) in contrast to expensive cellular networks that use
5G. Third, LORAWAN is reliable and easy to use because of its design features such as simple circuitry, robust transmission
signal, encryption, and low costs (see Fig. 1).

By allowing for DISNs, LORAWAN may be suitable for studying human presence at a high spatiotemporal resolution [14].
Indoor human presence can be measured actively or passively [15] (see Fig. 2). Whereas active tracking requires
participants to wear sensors [ 16], passive tracking infers human presence from changes in environmental factors measured
by stationary sensors [17]. Usually, a single sensor per room is used to measure human presence as an indication of
occupancy [17]. Inferring human presence can be facilitated with a DT [18,19] underpinned by LoORAWAN as a Service-
oriented Architecture (SoA) [20] middleware. A DT is a platform for digitally mirroring processes from the physical
world [21-23] that is suitable for continuously evaluating human presence indoors [24] and to study human building
interaction [25]. DTs can be visualised in Augmented Reality (AR) with the Fused Twins (FT) paradigm [26,27] by which
the data is brought back into the physical twin to be placed in situ where they were recorded.

In general, the discussion of dense LORAWAN applications has been theoretical [28], and empirical testbeds for
LoRAWAN with a large number of sensors are scarce [29], although an outdoor scenario with 50 devices [30] and an indoor
scenario with 331 devices [31] have been recently tested. Nonetheless, many questions on the scalability of LORAWAN
remain open, especially for DISNs, including the number of sensor nodes that are feasible indoors, the attenuation of the
signal by the environment (e.g., walls, floors), the best model for evaluation, and the overall feasibility of LORAWAN as
part of a continuously running system.

The present paper is the first to present long-term evaluations of the technical feasibility of a LORAWAN DISN with
390 nodes and 4 gateways in an office building over a prolonged period of nearly 2 years. We expand significantly on a
first report of the technical setup [32] by applying additional methods to compare signal quality such as Effective Signal
Power (ESP) and the modelling of the transmissions with explanatory (linear models, mixed models, Principal Component
Regression (PCR), and Partial Least Squares Regression (PLSR)) and predictive models (Multi-Layer Perceptron (MLP), Long
Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), and Transformer). Using Adaptive Data Rate (ADR), our DISN is
consistently capable of maintaining a strong signal on all DRs at distances up to 30 m and 5 floors for a single gateway.
At the lowest DR, theoretical distances up to 80 m indoors are possible, but each additional floor halves this distance,
limiting sensible setups to 5 floors across all indicators of signal quality. With 390 sensors on 8 floors and up to 64 m of
distance from sensor to gateway, the system received an average of 192000 transmissions daily. The percent of concurrent
messages (i.e., on different CFs and Spreading Factors (SFs)) was 3.99%, but the percent of colliding concurrent messages
(i.e., on the same CF and SF) was negligible at 0.39%.

In this paper, we also explore the effects of increasing gateway density in the building by adding a well-placed fourth
gateway to the previous setup which allowed us to reduce the Frame Error Rate (FER) by 73.69% compared to the setup
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Fig. 1. Overview of LoORAWAN. The Standard [10] includes devices, gateways, and a network server. New research includes forwarding of LoRa PHY
transmissions through mesh nodes [12,13] when a gateway is out of reach. The data is encrypted both on the network level and the application
level, allowing external parties to forward transmissions.
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Fig. 2. Comparison of active and passive sensing. In active sensing (see Fig. 2(a)), the devices taking measurements are attached to a person and
directly record information on human activity. In passive sensing (see Fig. 2(b)), the devices are built into the environment and take measurements
of the environment that also allow to infer information regarding human activity.

with only three gateways [32]. The overall system obtained an FER of 2.12%, reduced by a factor of 4 compared to the
three gateway setup, which is also far below theoretical boundaries for single-gateway setups. We also show that ESP
is a more robust indicator of signal quality and should be used in addition to or instead of Signal to Noise Ratio (SNR)
and Received Signal Strength Indicator (RSSI). We report much lower maximal distances and show that previous work on
indoor LORAWAN networks was optimistic, but we confirm that multiple gateways compensate for this shortcoming and
enable the deployment of DISN.

2. Related work
2.1. LoRaWAN

Long Range Wide Area Network (LORAWAN) [10] is a standard that uses a LoRa Transceiver (LoRA PHY) to transmit
messages on the Industrial, Scientific, and Medical Frequency Bands (ISM) based on a simple ALOHA-like protocol [33]
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(a) Channel A is used concurrently by device A and device B. (b) On Channel A, both devices use the same SF. Therefore, both
Both messages can be received due to the different SF. Similarly, transmissions are lost. Channels B and C demonstrate different
on Channel B and C there is no overlap between transmissions, kinds of overlaps that cause a transmission to be lost.

but the start time and receive times differ.

Fig. 3. Chirps represent a sweep through a frequency band that is used to encode symbols (shown as coloured lines). Chirps can be different lengths
determined by the Spreading Factor (SF). Chirps can also be sent on multiple channels (i.e., different frequency bands). Dotted lines represent chirps
that cannot be received. A complete transmission consists of a sequence of chirps to encode multiple symbols forming a frame.

and allows for simple, robust, and cheap devices to create the Internet of Things (IoT) and lay the foundation for Digital
Twins (DTs). In this section, we will highlight the design features that enable its use in indoor scenarios and provide the
necessary background to understand concepts applied in this paper.

2.1.1. LoRa PHY

LoRA PHY encodes information with a chirp spread spectrum [34] and an integrated Forward Error Correction (FEC)
[35] as specified under IEEE802.15.4a 0-QPSK DSSS PHY mode [36]. LORAWAN can achieve high concurrency because
transmissions pseudo-randomly change the CF (often called channel in the context of LORAWAN) and the SF that determine
the chirp shape (see Fig. 3(a)). A chirp traverses a frequency band from low to high or vice versa in a set time window
determined by the SF. Therefore, the SF defines the reliability of the transmission where longer transmissions can be
received more easily [10]. The SF varies from 7 to 12, with higher values representing a more robust signal, reduced
BW [35], a higher chance for overlap in the same CF and SF (see Fig. 3(b)), and thus a higher chance of a concurrent
destructive transmission that negates one of the signals via collision. For an in-depth discussion of collisions in LORAWAN
and recoverability, see [37,38].

2.1.2. Spectrum

The unlicensed ISM spectrum is free to use but regulated, and in Europe, the spectrum has a duty cycle limitation of 1%
under section 4.3.10.2 of the ETSI EN300.220 V3.2.1 standard [39]. In other regions of the world, different limitations apply,
but they all aim to enable everybody to use the ISM in regular intervals. These limitations reduce the number of sensors
that can reasonably join a network [40] because the payload size heavily influences transmission time and access. Overall,
this kind of setup favours devices that communicate short messages at a low frequency such as environmental sensors.
Another limitation is that ultra-reliable services may not be reasonably implemented with LORAWAN because, in the
simplest form, acknowledgements clog the network [40], and the simple MAC protocols of LORAWAN cannot accommodate
the complex channel control [1] that would be required to dynamically allocate resources [41]. While these limitations
are inherent to LORAWAN, their impact can be ameliorated by increasing the number of gateways [42] which may allow
researchers to increase the scalability of a LORAWAN system, especially in the context of DISNs.

2.1.3. LoRaWAN protocol

LoRAWAN is reliable and easy to use because of its simple circuitry, robust transmission signal, encryption, and low
costs. A battery life of 10 years is possible with LORAWAN Class A sensor nodes because of an asymmetrical uplink
communication from sensor to server with an ALOHA-like [33] time window for uplink communication followed by a
dedicated downlink time window [10]. While communication may be bidirectional, uplink communication from sensor
to server is favoured by this specification in order to reduce battery use. LORAWAN is therefore more practical for sensors
than actuators. However, if energy-saving is not the highest priority, then LORAWAN offers two further device classes
(i.e., B and C) with an increasing downlink capacity at the cost of higher energy consumption. Interaction capacity for
Class B devices is increased by listening for downlink messages at specific times in addition to the dedicated downlink
time window after an uplink communication. Maximal interactivity is achieved with Class C devices that listen at all times
except when they are transmitting information [10], but this feature usually requires a permanent energy supply (e.g., a
wire). Under the standard, all LORAWAN devices communicate with servers in a star-of-stars topology according to which

4



J. Griibel, T. Thrash, L. Aguilar et al.

-90

-120

—_
=]

=5 -100

g Indicator
o . .

g SR

T SNR + RSSI
2

I

Q

]

4

-130

-20 20

SNRO(db)
(a) The dynamic range that ESP introduces by combining SNR
with RSSI (see Eq. 1). For example, at an RSSI signal strength
of -110 dBm, the corresponding ESP can vary between -130
dBm and -110 dBm depending on the SNR signal strength of
the transmission. The grey line representing the addition of SNR
and RSSI is added as context to explain the ESP curve.

Pervasive and Mobile Computing 84 (2022) 101640

20

-20

-120 -100 -60 -40

-80
RSSI
(b) The overall range of ESP in relation to the respective mea-
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Fig. 4. Visualisations of ESP to explain its relations to SNR and RSSI.
Source: These visualisations are inspired by an example from seminal
work on ESP [47].

gateways relay messages and translate them into higher order protocols such as IP [10] which can be easily consumed by
services on the Internet, see Fig. 1. Recent research also investigates mesh topologies where gateways without Internet
access pass messages to other gateways based on LoRA PHY [12,13].

In typical applications, LoRA PHY can send data over distances of 10-40 km in rural areas, 1-5 km in urban areas [43],
and 200-800 m in dense urban areas [6,44]. At the best possible DR, only low BW (0.3-50 kb/s) applications [35] are
feasible. Theoretically, millions of devices can be supported within a single LORAWAN network because of the star-of-
stars topology [43]. However, there is a trade-off between the number of devices and the number of transmissions which
is imposed by the duty cycle limitation and interference from colliding concurrent messages [45].

2.2. Signal measurement

Previous research has nearly exclusively focused on measuring signal quality as either the SNR or the RSSI. First, SNR is
used to indicate whether a message can be received at all. In other transmission technologies, the noise floor is usually at
0 dB beyond which demodulation cannot occur. However, LoRA PHY allows for a lower noise floor at which messages are
lost between —7.5 dB and —20 dB because of the robustness that the duration of chirp signal modulation provides [35] (see
Fig. 3). Second, RSSI is used to indicate the level at which the signal weakens, which strongly depends on the transceiver.
A general convention is that signals at —60 dBm are considered strong and below —100 dBm are considered weak, and
any measurement below the noise floor of —120 dBm disappears [46].

Recent research has proposed a third measure to overcome some limitations of RSSI [47,48]. Effective Signal Power
(ESP) is more sensitive at measurements below —120 dBm where RSSI can no longer provide additional information [48].
ESP achieves this by enriching the RSSI measurement with information of the SNR as shown in Eq. (1) [47,48]. This
formulation effectively extends the signal floor with the negative range of SNR and allows for more differentiation between
different signal strengths (see Fig. 4), especially near the noise floor. There is a need for more empirical studies that
compare the different signal quality measures for modelling purposes to clearly understand the benefits of ESP.

Prx(asm) = RSSliasm) + SNR(ag) — 10 * logyo (1 + 10%*5Nam)) (1)

2.3. Packet loss in inter-network interference via frame collisions

A LoRAWAN transmission contains a frame that transports a packet containing the payload from a device to a
gateway. A transmission can be interrupted in three major ways. First, transmissions can be absorbed by the environment,
preventing frames from arriving at the destination. Second, transmissions can be interrupted by another destructive
concurrent transmission that is taking place on the same SF, the same BW, and the same CF and that overlap in time.
Third, transmissions cannot be received when the gateway is unavailable for technical reasons.

To account for environmental interruptions, previous work has focused on creating models that represent the physical
environment to the degree that explains the loss of data. Most of this work has focused on outdoor LORAWAN collisions
and limits [37]. For these outdoor applications, the free space Path Loss Models are the simplest class of models [49,50]
and mimic the physical process of transmission in an open space. However, they require strong assumptions regarding
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Table 1
LoRAWAN indoor studies. Expanded from [32] with permission.
[72] [43] 73] 166] [67] [74] [71] 175] [69] [76] 165] [45] 177] [68] 78] [31] [70]

Region Europe Europe Europe Europe Europe Europe Europe Asia Asia Asia Europe Europe Europe Asia Europe Europe North
America

#Floors 1 19 4 9 8 3 1 11 1 5 4 6 - - 1 1 7
Distances 103 m - 110 m ca. 20 m ca 100 m 45 m 190 m ca. 30 m 120 m - 60 m 420 m 580 m 150 m - ca. 250 m -

Data rate (sF)T il auto 12 all 12 - 7/12 - - all all all - 1 9/10/12  all 7-10
Gateways 1 1 1 1 1 2 1 1 1 1 1 1 1 1 1 1 2
Devices 4 32 1 1 1 7 2 11 1 5 1 1 1 1 1 331 2
Locations 4 32 70 13 -+ 7+ i 46 11 89 5 13 23 15+% 4 4 331 7
Transmissions 50 - 1400 1200 - 72077 50 11000 712 - 80 h 600 1500+i 60 - 232 x 10°4200

T All DR used BW125 or unknown;* Only a heat map was shown. ¥ Minimal confirmed value.

environmental conditions, including a completely free Fresnel zone [51]. Thus, any meaningful application requires a
gateway to be mounted on an antenna tower to keep the Fresnel zone free. In reality, that is often insufficient, and
models including a ground plane such as the Irregular Terrain Model [52,53] have been produced. However, if anything
enters the Fresnel zone indoors, propagation is dramatically changed [51] by the ceiling as well as the ground and walls.
Consequently, path loss modelling indoors had not been investigated until recently [54]. There are several models that
tediously find special parameters that are environment-dependent [55]. Because the simulation of signal propagation is
too computationally expensive and noisy, strong model simplifications are required. However, these simplifications reduce
generalisability. A major difficulty is the requirement of a site-specific model and the calculation of specific attenuation
factors [54]. Furthermore, all indoor models assume that signal decay is proportional to log-distances between transmitters
and receivers [51,54] and that these models are then modified by some additional terms to represent obstacles.

Another common approach across models in previous work is least squares regression, but this technique may neglect
the impact that the transmitter has on the transmission. Researchers often assume that the transmitter is invariant under
the studied signal. Since most setups use a single device to measure signal quality, it is also intractable to delineate device-
specific effects, so these effects are often ignored. However, with a large number of sensors, the idiosyncratic qualities of
sensors may impact overall transmission. In contrast, mixed models [56] allow researchers to model the effects separately
for single devices and across all devices [57]. Mixed models offer an opportunity to better understand the error term that
is produced across a set of transmissions instead of just accepting them as an intractable byproduct.

Recent research has steered away from deterministic and empirical models in favour of Artificial Neural Networks
(ANNs) because shadowing and multi-path fading make classicist models intractable [58]. While ANNs cannot be
interpreted as easily as explanatory statistical models based on some form of regression, they have been shown to
continuously outperform these models at the cost of interpretability [58-60]. Data regarding the transmission is often
correlated, and Principal Component Analysis (PCA) offers the ability to decompose the data into orthogonal components
that can be used for models [61,62]. Research on ANNs has often been limited to multilayer perceptrons [58-64], but
which ANN is best suited for predictive purposes remains an open question.

2.4. Indoor Long Range Wide Area Network

Despite the original application of LORAWAN outdoors, researchers have investigated LORAWAN indoors (see Table 1)
using a minimal viable design (e.g., one gateway, one device, and one network server) and therefore could not measure
performance with multiple sensors [45,65-69]. In these studies, the device was moved to multiple locations within the
building, mostly on the same floor [45,65,66,69,70]. In addition, many of these models were based on simulations and
were never implemented with multiple sensors [71].

More recent work has included multiple devices [31,43,70,74,76] and very rarely even multiple gateways [70,74].
Gateways were usually placed in or on the test building but sometimes further away to test indoor depth penetration of
the signal [77] which was lost beyond 300 m. In most cases, the analysis was descriptive rather than predictive, but some
model-driven work has been conducted [73]. A move towards testing real-world systems can be observed [31,74], but the
literature is primarily reviewing testbeds without real-world use. Despite these limitations, research suggests that higher
DRs are useful indoors without sacrificing connectivity coverage [65].

Previous studies have found that a single gateway has reasonable coverage indoors and that the signal can remain
stable for buildings between 3 to 7 floors [65,66,70,73,74]. In addition, these studies have not found any discernible effect
of placing the sensor nodes on different floors with the exception of the basement where the signal deteriorated quickly in
all accounts [45,65-67,70,73-77]. Indeed, in reinforced concrete buildings the signal attenuates quickly covering 8 floors
and approximately 100 m [67,69,75,78]. Together, these studies suggest that a higher SF is critical for traversing denser
materials and that there are probably limitations how much a single gateway can cover.

In another scenario, a gateway was installed above low-rise buildings without reinforced materials, which allowed
for transmissions up to 420 m [45]. With the same setup, a subsequent study found that the seasons have an impact
on outdoor and indoor transmission quality [31]. Furthermore, a DISN with a single gateway has been installed on a
single floor and was severely influenced by adversarial signals in the environment [31]. In contrast, gateways installed
in an open floor could receive transmissions up to 190 m [71]. Only a few studies have investigated distances longer
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than 100 m [31,45,68,69,71,73,76], and it remains unknown whether interference within buildings reaches a threshold
above which an additional gateway must be placed. Also, the studies mostly have not established the long-term quality
of the signal due to the low number of transmissions measured but some studies relied on a larger data collection
procedure [31,65]. To our knowledge, no study has determined the distance, wall, and floor limits of indoor transmissions
that a single gateway can cover, but some investigations have looked into the effect of walls [69].

Overall, previous research indicates that indoor LORAWAN is feasible for minimal viable setups. Some limitations that
have been observed include reinforced material and dense basement walls that reduce signal quality. Only one research
project, conducted in parallel to this work, has investigated a DISN, indicating that with a single gateway environmental
factors may severely reduce transmissions. The feasibility of LORAWAN-based DISN remains understudied.

3. System design & implementation

To investigate human presence in the long term based on passive data, it is important to reliably collect environmental
data and store them for further analysis. This goal requires reliable transmission, low energy consumption and, low data
loss. Our LORAWAN DISN forms the basis for a DT to represent these physically-based higher-order processes [21]. We map
the DT to a classicist three-layer 10T architecture [79] (see Fig. 5(a)), including (1) data collection, (2) transmission, and (3)
utilisation (see Fig. 5(b)). To ensure the most effective use of the CF and consequently the most stable data transmission,
we use ADR for LORAWAN. While this choice complicates the analysis by having to take into consideration the impact
of ADR, it also ensures that data is appropriately collected because this system is not a testbed but used for actual data
collection.

3.1. Data collection

The data collection layer collects environmental characteristics containing passively observable data on human
presence in a public building. We tested our LORAWAN-based DT on an 8 floor office building at ETH Ziirich (ETHZ).
The public part of the building consists of 5 floors with a small lecture hall on the 1st floor (see Fig. 6(a)). We placed 390
sensors in 19 rooms of varying sizes that may exhibit different levels of human presence (see Fig. 6(b)).

Each of the five types of battery-powered sensor nodes uses LoRA PHY for communication and was selected to cover
typical indicators of human presence, including temperature, CO,-levels [80], noise [81], humidity, and motion [82] (see
Table 2). We focused on sensors that covered CO, (40 nodes) and Volatile Organic Compounds (VOC; 40 nodes) as lingering
effects of human presence. We also employed noise sensors (40 nodes) and motion sensors (250 nodes) that immediately
indicate presence but are susceptible to false positives. In addition, we collected environmental factors (e.g., temperature,
humidity, brightness) that can be driven both by human presence and other factors such as weather, heating, time of day,
and whether outside windows and doors are open.

The placement of sensors needs to conform to several requirements and was stored for analysis. First, sensors can only
collect data in public spaces including staircases, hallways, and auditoriums. The privacy of building users was maintained
as sensors were not placed in offices, bathrooms, or other private areas. Second, sensors should be well-distributed to
support data fusion. Sensors of the same type were densely and uniformly placed throughout each room. Third, sensors
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(a) A schematic layout of the public part (b) The 390 sensors shown in DAVE with white rectangles for the involved rooms.
of the building with stairs as red arrows. The gateways are green (one is in the non-public area of the building, 3 floors down
The 19 public rooms link to offices on in the bottom right corner). Different types of sensors are represented as spheres
the left and right along Hallway 1 and of different colours (noise: blue; CO,: red; VOC: cyan; PIR: yellow and magenta).
around Hallway 2. The model is available on zenodo [35].
Fig. 6. System implementation.
Source:  Images is  taken
from [32] with permission.
Table 2

Selected sensors for the prototype at the university.
Source: Taken from [32] with permission.

ERS ERS Orbiwise Browan Browan
co2 Sampol Tabs IAQ Tabs
8 ‘
° °
CO, v v
voC v
PIR Motion v v v
Brightness v v v v
Noise v
Humidity v v v v v
Temperature v v v v v
Focus Motion CO, Sound VvoC Motion
Sample rate 10 min 10 min 5 min 5 min Event
BW 125 kHz 125 kHz 125 kHz 125 kHz 125 kHz
Count 60 40 40 40 210

must be placed within the limitations of the existing building. The sensors are mounted on the ceiling beyond the reach
and attention of building users while accounting for the other hardware, including cable trays and WiFi-routers.

3.2. Transmission

The sensor data is made available with a SoA design by which each processing step is performed independently to
increase interoperability. The data from the sensors are sent to the network server, stored persistently on a database
server, and made accessible for further analysis in the DT (see Fig. 5(b)). All sensors are configured as Class A LORAWAN
devices [10] that collect data every 5 to 10 min or in an event-based manner (see Table 2). The sensors transmit their
payload to the gateways on a CF with a BW of 125 kHz secured with AES-128 [10], see Fig. 1. Re-transmission was disabled
to prolong the battery life at the cost of missing some transmissions due to collisions.

The original LORAWAN network we used had three gateways [32], and a fourth gateway was installed in November
2020 to improve signal quality on the network level. The first two gateways were placed on the ground floor of the public
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Table 3
The SNR thresholds for the ADR algorithm.
Source: Taken from [32] with permission.

SF Decrease Threshold Increase Threshold
SF7 * -7.5

SF8 -5 -10

SF9 75 —12.5

SF10 -10 -15

SF11 —125 —17.5

SF12 —15 *

Cannot increase or decrease further. Margins are not included.

SoA DAVE Visualisations in Digital Twin Fused Twins
middleware

BIM Model

Semantic spaces

Define aggregations

Augmented

‘VERES HTTPS Sensor

database | | encrypted representation

Reality

. Original
Time series Aggregated time physical
series data building

Fig. 7. The processing pipeline of sensor data in our DT implemented in the EVE platform. Sensor data is delivered by the SoA middleware EVEREST
to DAVE. The Fused Twins paradigm [27] is applied to display the data in its spatial context in the original building [26].
Source: Image is modified from [32] with permission.

part of the building. The third gateway was placed several floors below on the ground floor of the adjacent non-public part
of the building (shown in green in Fig. 6(b)). The newly added fourth gateway was located on the top floor to improve
signal reception further away from the ground floor. We used OrbiLINK v4 indoor LORAWAN nano-gateways (max. 27
dBm; class A & C devices; 8 LoRa CF) [83]. The gateway converts the IEEE 64-bit Extended Unique Identifier (EUI) [10] to
a IPv4 address and forwards it to a proprietary LORAWAN network server.

The network server sets the ADR, enforces the Link Adaptation Policy (LAP), forwards the payload, and synchronises
the gateway clocks (delay <20 ms). Our network server performs a two-step optimisation based on ADR and LAP to
optimise the available BW, comply with duty cycles, save battery life, and reduce Time-on-Air (ToA). For the ADR step,
the SF is adjusted whenever the average of the last 15 transmissions crosses the SF threshold within a 12 dB margin,
see Table 3. Switching the SF resets transmission power to the maximal output to ensure that a link can be established.
For the LAP step, the transmission power is reduced such that transfers occur barely above the noise level. In practice,
LAP is only applied on SF7 because there is usually no power budget available for higher SF. The payload is decrypted
with an application key [10], combined with meta data from each gateway (e.g., ESP, SNR, and RSSI), and converted into
JavaScript Object Notation (JSON). The network server provides a webhook (HTTP push API) secured with basic access
authentication (HTTP Auth) and immediately pushes the JSONs to our persistent storage facility.

The persistent storage facility Experiments in Virtual Environments Representational State Transfer (EVEREST) extends
the larger open-source platform EVE [84] and forms a core feature of the DT. EVEREST is a flask-based python server that
implements Representational State Transfer Hypertext Application Language (REST-HAL) [85]. The webhook consumes all
messages from the network server and inserts the data into a local PostgreSQL database extended with TimescaleDB for
time-series and Postgis for spatial data. Finally, the EVEREST server is hosted on a virtual machine with 4 virtual processors
and 32 GB RAM at ETHZ.

3.3. Utilisation

The utilisation layer consists of a prototype of the visual DT and FT which are also integrated into the EVE platform [84].
The software Data Analytics in Virtual Environments (DAVE; see Fig. 6(b)) can be used to explore either the DT on a screen
or using an AR HoloLens to access the FT representation of the data in situ [26,27]. Because readings from any single sensor
would be difficult to interpret, a Building Information Model (BIM) in DAVE provides a spatial context for the densely
placed sensors. A stand-alone version is available on zenodo [86]. Our DT also includes features for visualisation and
analysis (see Fig. 7). The data are stored on EVEREST in near-real time and immediately displayed in the DT and the FT.
The difference to real time display is due to a tradeoff between power usage and transmission delay in the transmission
settings of LORAWAN because of the limited battery life of the sensors.
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(a) The SF of all received transmissions at each gateway (GW) on (b) Received transmissions per GW, floor, and SF on a log-scale.
a log-scale. Note that GW4 was installed in November 2020 and Higher SF are more often used on higher floors. On some floors,
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common transmission DR, GW4 still overtakes GW 3, indicating increased the SF to improve signal quality. GW4 is located on
a much better reception. the fourth floor and thus receives less high SF transmissions.

Fig. 8. Transmission overview. Each transmission can arrive at all GWs in principle.

4. Results

We present three sets of results. First, we show descriptive statistics to provide insight into the data. Second, we
produce explanatory models based on different methodologies to understand factors contributing to data loss such as
distance and walls and how to best model them indoors. Third, we compare predictive models based on different ANN
approaches to understand which are best suited to predict new sensor data and gateway locations.

4.1. Descriptive statistics

4.1.1. LoRaWAN metrics

Between March 2020 and February 2022, our setup collected 86 million transmissions over a range of up to 64 m
and 8 floors. The raw data are available on zenodo [87]. Adaptive Data Rate (ADR) allowed us to analyse the preferred
transmission mode in our physical setup. The majority of messages were sent on SF7 (96.3%; see Fig. 8(a)). Given the
short maximal distance, we expected all gateways (GWs) to receive a similar amount of transmissions except GW4 due
to the later installation. The two GWs located in the public part of the building received a similar amount of messages
(see Fig. 8(b)). The GW located in the non-public part of the building received up to two magnitudes fewer transmissions,
depending on the originating floor. In addition, as the number of floors increased, ADR increased the SF to compensate for
the loss of messages. No device reported a duty cycle usage higher than 0.004%. Regularly occurring colliding concurrent
transmissions involved up to 14 transmission on the same SF and CF. We also recorded rare singular events in which 20,
38, and 39 transmissions were transmitted at the same time, on different CF. However, we only recorded singular events
of at most 14 transmissions that were concurrent and destructive on the same CF. We still have more than 99.58% of
messages reporting no collision, although 3.6% of transmissions were sent concurrently without collision (see Fig. 9).

We calculated the FER from the sequence number of the received JSON such that any jump in the sequence indicates
lost frames. We split the FER analysis into two parts (see Table 4). In a first phase, we analysed the data from the first 8
months with three GWs, and in the second phase, we analysed the data from the next 8 months with four GWs. We used
a balanced amount of months and not the full data set. In the first phase, the first two ground floor gateways reported a
FER of 25.51% and 17.46%, respectively, while the third remote GW reported an FER of 80.55% (see Fig. 10(a) and Table 4).
At the same time, the average FER reported at the network server across all sensor nodes was 8.06%. This average FER
is considerably lower than any individual GW's FER because some frames only arrived at one GW and appeared lost for
the other gateways but could be restored from the network perspective (see Fig. 10 for details). In the second phase, the
first two ground floor GWs reported a higher FER of 28.6% and 22.3%, respectively. The third GW slightly improved its
FER to 73.6%. The newly added fourth GW on the top floor reports a similar FER to the ground floor GWs at 25.6%. In
contrast to the first phase, the average FER reported at the network server across all sensor nodes was four times smaller
at 2.12%. Note that our FER included frames lost due to GWs being disconnected from the network and that we observed
a downtime of around 15 min per day or 1% of possible transmission time.

4.1.2. Signal strength

We analysed the signal quality of LORAWAN transmissions in terms of ESP, SNR, and RSSI (for. First, we observed the
ESP, SNR, and RSSI grouped by DR and the number of floors between the sensor nodes and the gateway. Next, we plotted
these grouped measures as functions of the distance between sensor node and gateway (see Fig. 11). We observed a clear
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Fig. 9. Summary of concurrent transmissions being received within the same time window. Destructive concurrent transmissions are received on the
same SF and CF at different GWs (top) whereas multi-channel transmissions are received on all SFs and CFs at all GWs (bottom). Trendlines (magenta)
have been included for all facets. All trends are linear in the log-scale and thus show an exponential reduction in higher order concurrent events.
Comparing the slope of the trend line between multi-channel transmissions and destructive concurrent transmissions indicates that destructive
concurrent transmissions were still very unlikely and accounted for a minor part of the lost transmissions.

Table 4
Summary statistics on FER across all gateways.
SNR
Gateway GW1 GW2 GW3 GwW4 Network
Location Ground floor Ground floor Other building Top floor -
Phase 1 FER 25.5% 17.5% 80.6% - 8.06%
Phase 2 FER 28.6% 22.3% 73.6% 25.6% 2.12%

Note: * GW was installed in Phase 2.

decay of the signal with increasing distance and number of floors across all DR, indicating attenuation that occurs beyond
physical path loss models for open space [88]. However, the effect of floors on signal quality decreases with distance.
Because most data were sent on SF7, SF7 produced the most stable curve. Higher SF seemed to offer some signal stability
for very short distances but quickly deteriorated and approached the noise floor of LoRa at 30 m. Note that higher SF
started with a higher ESP, SNR, and RSSI for short distances because ADR resets the power output. While higher SFs
increase Time-on-Air (ToA) and allow the signal to be integrated, leading to higher ESP, SNR, and RSSI [72], they are also
more prone to signal shadowing and multi-path fading indoors [72]. This may explain why the average signal strength in
our study quickly reached the noise floor as the transmission distance increases.

4.2. Explanatory models

Explanatory models enable “introspection” [89] by design and to identify variables that have a meaningful and
statistically significant relationship with an outcome. These kind of models for signal transmission allow us to understand
the environment’s impact on signal quality. Based on explanatory models, we can build heuristics that help us to quickly
assess issues when deploying IoT infrastructure in buildings. Typical explanatory models in signal quality assessment rely
on linear regression. But with signal shadowing and multi-path fading in indoor environments, linear regression may
not sufficiently explain signal quality. In this paper, we use dimension reduction approaches to remove noise and mixed
models to structure noise to gain a better understanding of signal propagation indoors. We compare our new models with
a classicist linear model in the model comparison section in Table 7.
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2020. On average, 8.06% of transmissions were lost. The remote 2021. On average, 2.12% of transmissions were lost. The newly

gateway (GW3) improves reception of transmissions by 1.31%. added gateway (GW4) produces strong reduction in lost mes-

Taken with permission from [102]. sages of 280% compared to the previous phase despite a slightly
worse reception for each individual gateway (see Tab. 4).

Fig. 10. FER by gateways and devices. Transmissions are aggregated by device type (left), gateways (middle) and the network server (right).
Transmissions are represented by different colours (purple: arrived; green: lost; yellow: restored). Restored messages arrived at least at one gateway
and could be restored for other gateways, substantially reducing lost transmissions. Each transmission is counted three/four times to account for it
passing through each gateway. Within each image, the overall proportion of arrived, lost, and restored messages remains unchanged.

Source: Taken with permission from [32].
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Fig. 11. The ESP, SNR, and RSSI as a function of distance given the DR. The red horizontal line indicates the noise floor threshold of LORAWAN. For
SNR, the threshold depends on the DR [35], and for RSSI, the —121 dBm threshold depends on the gateway. For ESP, the threshold is the combined
threshold of both SNR and RSSI for each DR. The curves are aggregated ESP, SNR, and RSSI measures based on locally estimated scatterplot smoothing
(LOESS) regression. The y-axis has different scale per measurement types. The points represent a random sample of real measurements stratified
for DR to display the underlying distribution. The noise floor threshold is reached at about 30 m for RSSI across all DR but is less pronounced for
measures of SNR where the noise floor is only partially approached. For the ESP measurements, the signal strength is more differentiated beyond
30 m, which may explain the continued reception of the signal and the gradual approach to the noise floor.

4.2.1. Principal component regression

If PCA indicates that a low-level representation of the data is possible [90], then Principal Component Regression (PCR)
is a robust approach for regression [91] because it handles noisy, missing, and mixed (discrete and continuous) valued
variables [92]. PCR is a two-step approach to solve a linear regression (see Eq. (2)). First, PCA is performed (see Eq. (3)).
Second, a linear least square regression is performed on a subset of the Principal Components (PCs) producing a new data
matrix Z (see Eq. (4)). The coefficients in the original variables can be reconstructed (see Eq. (5)).

Y=XB+E (2)
X'X=pDP! =72 (3)
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A=(Z'2'Z7’Y=D"'Z"Y (4)
B=PA (5)

If all components are used, PCR equal linear least squares regression. However, some research has indicated more
robust and less biased results [91,93] when dropping some principal components, especially under noise. While common
approaches include focusing only on high-variance principal components [90], alternative selection criteria like best subset
can result in better models [94].

We conducted a PCA on the variables available from the network meta data (i.e., device type, distance, CF, SF, ToA,
interfloor distance, number of walls, and number of concurrent destructive transmissions) to explore how the data varies.
Specifically, we hope to understand the relations among the input parameters for our models. We found that the first 6
components accounted for 94.2% of the variation, and we discarded the last 2 components as noise (see Fig. 12(a) and the
appendix for bidimensional plots Figs. 21-23). Several components loaded strongly on original variables. The information
on transmission time based on SF and ToA loaded on PC1, suggesting a high collinearity between the variables with near
equal shape (see Fig. 12(b)). Concurrent destructive transmissions almost exclusively defined PC4, whereas CF almost
exclusively defined PC5. Similarly, device type almost exclusively defined PC6. Spatial variables for the number of floors,
the number of walls (defining PC2), and distance (defining PC3) have weaker loadings (see also biplots in Appendix B).
We can also explain the noise in the dropped components due to loading on the main components. The ToA did not seem
to be independent of the SF and indeed was constructed by the transmission time required by the SF and the size of
the payload, which was constant over time. The spatial variables were defined by three interrelated concepts, and two
components appear sufficient to represent all the information. This pattern can probably be explained via the arbitrary
differentiation between walls and floors we made. In practice, we expected these two components to be different from
each other because walls are generally thinner and more easily allow transmissions to pass compared to the floor. The
PCA indicated that some components may be carriers of noise, so we applied PCR as an alternative model to understand
the data.

4.2.2. Partial least squares regression

Partial Least Squares Regression (PLSR) [95] bears some resemblance to PCR in that it can be used to reduce
dimensionality but works by projecting both the dependent and independent variables into a new space [96,97]. More
accurately, PLSR produces a projection to latent structures [98] in the data (see Eqs. (6) and (7)).

X=TP" +E (6)
Y=UQ +F (7)

If the covariance between T and U is maximised, then both X and Y are projected into the same space [98]. In practice,
U is substituted for T in algorithms such as PLS1 [98]. The iterative construction of T allows us to remove dimensions
similar to PCR.

To compare PLSR and PCR, we reduce both to the same dimensionality and take the PCA variance explained as a guide.
We look at the result from PLSR through the Loading Factors (LFs) rather than the weights or scores [98]. The signal
quality indicators load on LF1 negatively and LF2 positively. Their strong inter-relatedness can be identified from the near
identical loading on all other LFs. CF loads strongly on LF3 and LF4. Concurrent destructive transmission loads mostly
on LF5 and LF6. Device type loads equally on LF4, LF5, and LF6 and in opposite direction on LF3. The ToA loads nearly
exclusively on LF6. Distance barely loads on LF6. DR loads strongly on LF1 and LF2, indicating a strong relation with the
outcome variables (Y), but DR also loads on LF3 and somewhat on LF5. The interfloor distance and number of walls load
nearly equally across all LF except for LF6. They also load strongest on LF1 and LF2, again indicating a strong relation with
the outcome variables (Y).
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Fig. 13. PLSR as a latent structure. The signal quality indicators (Y) are mapped very closely to each other in the latent space, whereas the variables
(X) are widely dispersed around the latent space.

4.2.3. Structured error terms with mixed models

We modelled attenuation as linear signal decay to understand the relations among distance, building structure, indoor
obstacles, and network. Because each of the 390 devices regularly sent transmissions, signal strength was not independent.
Furthermore, we have five types of devices which each bring a unique configuration per device type and possibly have an
impact on the transmission. We used a mixed model [56] to quantify the impact of the structural setup on ESP, SNR, and
RSSI. Suppose that a dependent level variable y is measured at a unit level (level 1) that is nested within units of type A
(level 2), and that units of type A are nested within levels of type B (level 3). We attempt to model the dependence between
both multiple transmissions (level 1 in the hierarchy) from each device (level 2 in the hierarchy) and multiple devices
from each of the device types (level 3 in the hierarchy). In the mixed model, we nested transmissions within devices
and devices within device types. To better understand the impact of DRs on ESP, SNR, and RSSI, we created independent
models for each SF because a joint model would require higher order interaction terms to tease apart the differences
between DRs.

Our models have fixed effects for environmental criteria (e.g., distance and number of floors) and network criteria
(e.g., colliding concurrent messages) and random intercepts for each sensor (see Eq. (8)). We computed ESP, SNR,
and RSSI as the output y for a regression on fixed effects at every transmission j, device i, and device type k. The
coefficients b grouped the transmissions q that each device i sent and represented the nested random intercept. The
coefficients ¢ grouped the devices p that belonged to each device type k and represented the random intercept. For the
destructive_concurrent message variable, we counted the number of other transmissions that were “on air”. We
subtracted the ToA from the gateway timestamp to define the interval in which arriving messages overlapped at different
gateways on the same SF and CF. In addition, this interval was expanded by 25% on each side to produce a time window
that accounts for the gateway synchronisation delay.

Because complex physical simulations would be necessary to account for signal shadowing and multi-path fading, the
distance variable (meters from gateway to sensor nodes) accounts for physical “path loss” as a black-box linear factor
that covers different covarying environmental aspects. This approach substantially differs from classical LORAWAN models
based only on free space path loss [88], which usually applies the log-distance. We demonstrate that, for modelling signal
quality in a DISN, the log-distance factor is not useful (see Appendix C) because it predicts very similar on test data to the
linear distances but with a slightly larger Root Mean Square Error (RMSE). Therefore, we replaced the log-distance factor
with a linear distance factor. This simplifies the interpretability of the model because we can read the possible signal
decay per meter rather than having to take the logarithm.

Yij =Bo + Bidistance;; + Bfloor; + Bswall_count; + Bscarrier_frequency;;+
Bstime_on_air; + Badestructive_concurrent;;+
Bsdistance;; * floor;; + Bedistance;; * wall_count;; + B;floor;; * wall_count;+
Bgdistance;; * floor;; * wall_count;;+
bi1zyjj + - - - + bigzgij + €5

Cik1W1jjk + « - + CipWpijk + €ijk
4.3. Predictive models

In contrast to explanatory models, predictive models are not intended to delineate the factors that impact the result.
Their goal is to associate predictor variables with the outcome to generate good predictions such as for the deployment
of additional devices and gateways. Variables that are used in a predictive model are based on association, not statistical
significance or scientific meaning. Predictive models often rely on non linear transformations and are solely optimised to
reduce the error of a prediction at all costs, especially comprehension. ANN are particularly suited for the task because they
work when an exact analytical formula is unavailable [99]. Indoor signal transmissions are a natural fit for ANN because
the complexity of signal shadowing and multi-path fading cannot be captured easily in simple models. A predictive model
may therefore allow us to assess the placement of sensors and gateways in a building more accurately.
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Because we have no theory that allows us to describe the impact of signal shadowing and multi-path fading in a model,
we require an ANN to investigate the impact of the wall features on signal quality and to account for non-linearities. We
also require an ANN model that can take into account imbalanced feature input such as a variable number of walls to be
traversed. Varying features can be represented either recurrently in a Gated Recurrent Unit (GRU) or a Long Short-Term
Memory (LSTM), or as a full feature in a MLP or Transformer ANN. The latter two models require us to know the total
number of features limiting the transferability of the model to setups with an equal or lower number of walls. We compare
these machine learning models to test the capability of forecasting sensor signal quality from existing transmission data
while taking into consideration the spatial configuration of the building. The main idea behind these models is to use a
simplified problem in which we consider only the direct propagation of the data through a straight line between the sensor
and the gateway and exploit the sequential nature of this simplified signal propagation and obstacle clearing process. In
other words, we limit the model to consider the data on the straight line between each sensor and gateway.

The features used to train the ANNs are the 8 device parameters (i.e., number of walls, floor difference, device type,
distance, CF, DR, ToA, and concurrent destructive transmission count) and the 3 characteristics of a maximum of 16
obstacles that the straight line component of the signal would have to cross in its path to the gateway (i.e., angle of
incidence, thickness, distance). We use the BIM in the DT to determine these characteristics along the direct line between
the sensor and gateway. We also determine the number of walls traversed, the angle at which the line hits the walls, and
the thickness of the traversed walls (see Algo. Section 4.3).

Algorithm 1: Wall properties calculation

Input : The position of a gateway and a device. A building information model.
Output : A list of tuples containing the distance, thickness, and angle of incidence.
Ray : Returns a directed line segment between a start point and end point.
Raycast: Returns the intersections of a line segment with geometry in order from start to end.
ray < Ray(gateway.position,device.position);

intersections < Raycast(ray,bim);

free_space <« True;

result < list();

properties < tuple();

for i < O to length(intersections) do

if free_space then

properties.angle < intersections|i].angle;

properties.distance <« intersections[i].distance;

intersection.position < intersections[i].position ;

free_space <« False;

else

thickness <« distance(intersections|i].distance,intersection.position);
free_space <« True;

result.append(properties);

properties < tuple();

end

end

4.3.1. Artificial neural networks

Multi-Layer Perceptrons (MLPs) have been used for signal quality prediction since the very early days of ANN
application in the 2000s [64]. A main advantage is that MLP can distinguish data that are not linearly separable because it
is a universal function approximator [100]. Their classical design is limited to a single hidden, densely connected layer, but
modern interpretations also allow for multiple dense layers. The input parameters must be fixed, which makes feeding
environmental information about the signal transmission difficult if the environment is unknown.

The limitation of a fixed input can be overcome by a Long Short-Term Memory (LSTM) [101]. As a form of a recurrent
ANN [102], it differs from MLPs by having feedback connections that allow it to process sequences of data and remember
states of the sequence. Based on our wall data format, we can feed in an arbitrary sequence of walls without the limitations
on the number of walls imposed by the MLP. A possible alternative candidate is the Gated Recurrent Unit (GRU) [103],
which has a simpler design than the LSTM but also tends to forget quicker. However, for short sequences, GRUs have been
known to outperform LSTMs [104,105].

Lastly, the deep learning revolution [106] produced Transformer architectures [107] that differ from recurrent ANN in
that they consume a sequence as a whole. In contrast to MLPs, they use self-attention to determine points of interest in
the same sequence but not necessarily in the same sequence order. Attention can be understood as a soft weight that is
changed dynamically at runtime based on the input. Differing input lengths are managed by padded input.
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Table 5
Results of various models.
Model

Explanatory Predictive

Perfect estimator Mixed model* Linear model* PLSR PCR LSTM GRU Transformer MLP

Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE

ESP —107.43 6.30 —107.87 9.06 —110.26 1047 —108.80 11.46 —108.77 11.47 -107.08 8.09 —106.19 8.46 —108.32 8.98 —105.88 8.42
SNR 258 2.82 254 3.84 1.64 4.26 220 424 222 423 2.99 3.63 3.04 359 3.23 3.87 333 3.72
RSSI —104.44 5.59 —104.92 8.34 —106.92 9.47 —105.69 10.57 —105.75 10.59 —106.01 14.37 —104.44 748 —105.69 8.09 —103.48 7.45

Note: * For model specification see Appendix G.

4.4. Model comparison

Throughout the previous sections, eight models, both explanatory and predictive, have been introduced. We compare
the models on a balanced subsample of transmissions and compare them to a perfect estimator as a baseline for the
best possible performance (see appendix for Table 17). We subsampled the dataset to obtain approximately 1 million
transmissions. When possible, we balanced the number of samples for each of the 1560 sensor-gateway pairs, resulting
in 909,414 samples. From the data, we selected 70% of the sensor-gateway pairs for training, 15% for validation, and 15%
for testing. We evaluate the models’ performance on the test set using the RMSE for ESP, RSSI, and SNR (see Table 5) and
by inspecting the mean. As a benchmark, we use a “perfect estimator” that is created from the ground truth of the signal
quality of the test set and provides the expected value (mean) of each individual sensor-gateway pair distribution (see
Table 5). This perfect estimator provides a lower bound on the achievable quality of forecasting given the training features
as a RMSE describing the difference between the test data distribution and the training data distribution. Interestingly,
the best explanatory model (mixed model) and the best predictive model (LSTM) perform on a similar level compared
to the perfect estimator. The mean is well estimated by all models except the linear model which overestimate and the
MLP which underestimates. However, generally the predictive models achieve a better RMSE in line with their design to
optimise exactly for that purpose.

Unsurprisingly, the mixed model performs best in the group of explanatory models because it accounts for the repeated
transmissions and device types. Both PLSR and PCR fall behind in terms of RMSE because they approximate least squares
linear regression with projected variables and a reduced set of principal components, respectively. While PCR produces
the closest mean to the perfect estimator, the difference in means between all explanatory models is too small for us
to prefer either outcome. However, both PLSR and PCR estimate the mean more accurately than a linear model. This is
consistent with previous work [93] that found that these estimates are less biased than a linear model.

Among the predictive models, the LSTM model obtains a mean prediction closest to that of the perfect estimator on the
test set. Furthermore, when comparing the non-linear LSTM model to the linear mixed model (see Table 5 and Appendix G
for model specification), we can see an improved in prediction of 10.7% (ESP), 5.5% (SNR), and 13.7% (RSSI). Nonetheless,
the means for both the mixed model and the LSTM model are very close to the perfect predictor.

Interestingly, the GRU and Transformer are nearly on par with the LSTM, and hyper-parameter tuning may favour one
or the other architecture. However, the MLP performs worst in this comparison with a mean that is far off from the perfect
estimator with a relatively high RMSE.

However, the RMSE among all ANN is still larger than the RMSE of the perfect estimator. Therefore, we explore how
the forecasting quality distributes on the different features of the data to understand where our models deviate from the
perfect estimator (see Fig. 14). We find a close match in terms of the RMSE among most curves, and the trend for RMSE
in the data is clearly mirrored by the predictive models. This match is strongest for RSSI and less pronounced for SNR.
For ESP, this match for RMSE is slightly worse compared to RSSI given the influence of SNR (see Eq. (1)). The LSTM, GRU
and MLP perform very similarly and usually close to the “perfect estimator”. An exception is formed by for the inter-floor
distance under SNR suggesting that the simplified direct line model is a better approximation for a sensor further away
from the gateway with more walls, distance, and floors in between. The Transformer underperforms on nearly every
category but has the best performance for single values and mostly on RSSI. Therefore, despite the worse performance it
has a lower RMSE than the other ANN.

4.4.1. Final explanatory model

Given the models’ comparative performance, the Mixed Model is the best choice for analysing the contributing factors
for signal decay. Our mixed models for the different signal quality metrics (see Appendix D for ESP Table 8, SNR Table 9,
and RSSI Table 10) confirmed the expectations derived from the descriptive data. The models’ constants indicated average
signal strengths at the sensor node of around -79 + 19 dBm for ESP, 9 + 5 dB for SNR, and -79 4+ 19 dBm for RSSI. Here, we
discuss SF7 in detail because it represented most messages. Due to attenuation, our models across DR predicted a signal
loss per meter of —1.72 dBm for ESP, —0.26 dB for SNR, and —1.67 dBm for RSSI. Given that the height of each floor in
the building was 3.36 m, we estimated that each floor affected the signal strength by —14.26 dBm (ESP), —1.59 dB (SNR),
and —15.43 dBm (RSSI). Similarly, walls were on average 0.1 m thick and therefore affected the signal strength by —4.93
dBm (ESP), —0.27 dB (SNR), and —4.54 dBm (RSSI). The interactions between attenuation distance, the number of floors,
and the number of walls were all significant across ESP, SNR, and RSSI, except for the SNR wall-attenuation interaction.
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Fig. 14. RMSE of the predictive models LSTM, GRU, Transformer, and MLP and the perfect estimator on data subgroups for ESP, RSSI, and SNR. The
RMSE impact is shown for the variables for binned distance (in 5 m steps), interfloor distance (counted in floors), and number of walls.

Table 6

ESP limits for transmission across floors in our system based on mixed models.
Max. reachable ESP

SF7 SF8 SF9 SF10 SF11 SF12

Max. floor 4.61 7.36 9.81 8.68 8.28 5.13
Max. distance 0 floors up 438 51.08 74.46 79.71 104.41 65.68
Max. distance 1 floor up 41.81 50.17 75.63 81.53 111.42 66.93
Max. distance 2 floors up 13.28 19.58 31.26 32.65 43.09 21.99
Max. distance 3 floors up 4.99 10.23 17.65 17.89 23.15 9.26
Max. distance 4 floors up 1.03 5.7 11.06 10.77 13.64 3.25
Max. distance 5 floors up * 3.03 7.16 6.58 8.08 *
Max. walls 0 floors up 13.27 75.84 65.48 1836.831 60.31 9.35
Max. walls 1 floor up 10.51 30.36 45.6 176.45 48.9 8.77
Max. walls 2 floors up 7.47 16.94 32.02 53.14 37.94 7.6
Max. walls 3 floors up 4.54 11.09 24.04 31.32 29.88 5.86
Max. walls 4 floors up 1.69 7.63 18.67 21.01 23.48 3.46
Max. walls 5 floors up * 5.13 14.67 14.62 17.99 *
Max. concurrent messagest 141.73 198.57 61.18 134.51 422.05 738.42

Note: * No meaningful (negative) output. + No significant result. 1 Model deficiency: Positive wall co-efficient.
that is only countered by large distances and multiple floors.

While these interactions for the SNR metric model were small and negative, they were substantial and mostly positive for
the ESP metric and RSSI metric models, indicating that the signal was becoming weaker at a slower rate as the number
of floors or walls increased. The three-way interaction term was negative and significant across all models but had a
very small coefficient. Concurrent transmissions occurred so seldom that, in our models, they were not significant, but a
negative trend is visible across all models.

To compare all SF, it is necessary to interpret the models’ coefficients in terms of limits for transmission (see Table 6,
Table 11, and Table 12). Here, we indicate the maximal distances that our system would support according to our models.
Under ADR, sensor nodes on SF7 communicate with less transmission power than would be possible otherwise (to
conserve battery), which may explain why SF7 underperforms in terms of RSSI compared to higher SF. The negative impact
of additional floors on signal quality causes LAP to transmit at maximal power and thus allows for longer distances to be
covered on the first floor. Distances between 40.85 m and 166.89 m can be observed within a single floor for all SF but
quickly lose signal strength for each extra floor by nearly halving the reachable distance per additional floor. Depending
on the SF, the maximal number of reachable floors varies from 4 to 19. However, we observe that after 5 floors the area
covered in a floor by the signal is substantially reduced under any SF.

Fig. 15 compares our model output with the received signal data at each gateway. We find that our model accurately
identifies strong signal strength but underestimates how long a viable but weak signal can be received. The remote third
gateway remained outside of our model’s boundary with its reception of transmissions and exhibited generally lower ESP,
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Fig. 15. Received data quality by floor (3.36 m per floor), distance, and gateway. Different colours for each graph represent different gateways
(purple: 1; blue:2, jade: 3; yellow: 4). The black curves show the boundary where the models predict that transmissions occur below the noise
floor. Each point represents a sensor-gateway connection, the opacity represents the average signal quality, and the size depends on the number of
transmissions received at a gateway compared to the number of transmissions received by the other gateways.

SNR, and RSSI. In general, we observed that increasing the DR (SF8-SF12) allowed for longer ranges similar to outdoor
applications, but the signal quickly diminished across distance and with every additional floor. An exception was SF7
which overperformed in SNR but underperformed in RSSI and ESP possibly due to ADR. Overall, we observe high signal
quality for transmissions below 30 m and within 5 floors of a GW which we name the 30 x 5 rule.

5. Discussion

While the use of indoor LORAWAN has been previously advocated, research has failed to deliver large scale applications,
leaving a gap between the expectation and its realisation. To our knowledge, this is the first project to deploy a LoORAWAN
DISN and demonstrate its feasibility in a multi-level building beyond theoretical models and ns-3 simulations [108-112]
and provide models of the data transmission that can be used for future research. However, at the time of the conference
submission, the Finnish study on DISN with 331 devices and 23.2 million transmission has not yet been published [31].
The study explores a single-floor setup for 2 years but mostly reports descriptive statistics. In contrast, we collected a
large dataset with more than 86 million transmissions from 390 sensors across 5 floors over approximately two years
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an performed in-depth explanatory and predictive analysis in a complex environment. Other previous work usually only
reported at most a couple thousand transmissions (see Table 1). Consequently, we were able to assess the specific real-
world factors that affected our LORAWAN DISN from both explanatory and predictive perspectives beyond what any of
the previous literature has offered.

Previous research has focused on descriptive data for the distance limits of specific scenarios that provide some
indication of the limitations of such systems [31,45,65]. In some cases, theoretical models were developed to qualify these
descriptions, but it is difficult to extend these models to other building structures and obstacles [66,71,73,88]. Distance
to the gateway is a key metric for LORAWAN networks performance in both indoor and outdoor applications. Outdoor
applications with minimal interference are typically evaluated with respect to signal attenuation in different environments
(e.g., rural versus urban) at the scale of kilometres. In contrast, signal attenuation indoors is at the scale of hundreds of
meters because of building structures (e.g., walls and floors) causing signal shadowing and multi-path fading [72,73].
Whereas, in general, log-distances are used for modelling signal decay, we have shown that linear distance works better
indoors (see Appendix C) because it is a proxy for complex attenuation. We have also shown that, for DISN with many
devices, a linear model or similar approaches such as PCR and PLSR are insufficient and that a mixed model is required
(see Table 5) to capture repeated transmissions by different devices in different device classes.

Our mixed model indicates that the signal could be transmitted between 43.8 m and 104.41 m (depending on SF)
within the same floor (see Table 6, Table 11, and Table 12) with the caveat that we had no transmissions beyond 64 m.
Notably, this estimate is considerably lower than what has been previously reported [6,45,65,77]. The maximal distance
further decreased when floor levels and walls are also considered. Here, our mixed model indicates a maximum coverage
of 4 to 19 floors (depending on SF) directly above the gateway or at most 65.05 m upwards with the caveat that we had
no transmissions beyond 8 floors. Each additional floor upwards roughly halves the signal strength so that coverage on
the fifth floor is already below 24 m on any SF and in most cases even below 10 m. Our findings contrast with previous
reports of a negligible effect of floors on signal strength [65] and extrapolations that a coverage of one gateway every 10
floors is manageable [43,75]. When comparing our mixed model with the network data, we noticed that the third remote
gateway is outside of our area of high quality transmission (jade in Fig. 15) and also has a FER of 73.6%, indicating a useful
correlation between our model’s predictions and the ability to receive transmissions. Adding a fourth gateway had the
biggest impact reducing the overall FER reported on the network side by 73.69%.

Furthermore, we may have underestimated the impact of construction materials on signal strength because many
messages were sent barely above the noise floor of ESP, SNR, and RSSI due to the way in which ADR manages SF
by selecting only higher SF on short distances when signal strength is weak. This could result in a biased sample of
higher SF, but the increased data transmission reliability was required for the real-world application of this DISN to
collect data for passively detecting human presence. These results also need to be interpreted carefully because linear
modelling of the attenuation in a building may not be sufficient. As construction materials for floors and walls vary from
building to building, they impose different constraints on the network. These constraints are difficult to generalise without
computationally expensive simulations or large studies on the effects of different complex structures on signal quality.

We used ANNs to investigate an aspect of generalisability based on number of walls, number of floors, and distance
which we derived from the BIM in the DT. For the analysis, we excluded several sensor gateway-pairs from the analysis
and used them as a test set. We found that these models accurately predicted signal quality (see Fig. 14), despite
being presented with a new configuration. All predictive models, LSTM, GRU, Transformer, and MLP, outperformed the
explanatory models in terms of RMSE but not necessarily in terms of the mean. Also, all models had a similar success rate
except for MLP which deviated more strongly in terms of the mean. While we cannot test scenarios with more complexity,
our expectation would be that, as complexity increases, GRU becomes weaker and Transformer should have an advantage
for remembering complex relations. The complexity of an indoor environment given for any DISN is too complex to handle
for an MLP. While MLPs were successfully used for outdoor predictions, indoor predictions were more complex and ANN
may be required.

When comparing the explanatory and the predictive models, we note that the ANN models outperformed the mixed
model by 5% to 10%. Despite not being a predictive model, the mixed model performs reasonably well compared to the
ANN and even the perfect predictor based on the true data distribution. However, we have no data to check whether such
generalisations would hold across buildings. Despite these caveats, we believe to have found a conservative boundary for
the deployment of DISNs and strongly recommend the use of multiple gateways placed every 30 m and 5 floors to ensure
that as many transmissions as possible are received.

Another major source of discussion for the usability of LORAWAN DISN is the loss of transmissions. While LORAWAN is
more robust than many other communication technologies, there is a limit on how many messages can be transmitted at
the same time. With our setup (1.5 transmissions per second), we observed only 1 to 11 colliding concurrent messages,
accounting for 0.42% of all transmissions. Overall, we lost 2.12% of transmissions. We found that multiple gateways have
mitigated the loss of transmissions significantly by reducing the impact from environmental factors and network issues
such as concurrency. Notably, our use of the third remote GW and newly added fourth gateway provided several important
lessons. First, our use of the third GW demonstrated how distances longer than 30 m across multiple floors led to a
severe loss in capacity, as indicated by considerably worse FER (73.6%). Second, despite the weak contribution to overall
transmission, this third GW still reduced the overall FER per sensor node by 1.31% compared to having only two GWs
in the first phase. Third, adding the fourth GW according to the 30 x 5 rule significantly improved the reception of
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Fig. 16. Measurements per sensor type and day. The total is shown in black. Lower number of measurements before mid May are due to the
COVID-19-related lockdown delaying sensor installation. The slow decline in overall transmissions is explained by devices that power down due to
an empty battery for the energy-hungry sound and CO, sensors. Transmission levels have been restored after exchanging the batteries.

transmissions at the network level. The loss of transmission in the network dropped from 8.06% to 2.12%, reducing the
loss by a factor of 4. A well-placed GW can have a significant impact on received signal quality while reusing externally
placed gateways for indoor transmissions has only marginal benefits as demonstrated with our third GW.

SF is usually an important factor to consider for the quality of a LORAWAN network. However, in our setup, the ADR
compels our network to use SF7 for 96.3% of transmissions because SF7 provides the highest data throughput at the
lowest battery cost. This finding aligns with theoretical expectations that, for short distances, lower SFs are more effective.
Contrary to expectations, larger SFs can actually improve signal quality over shorter distances. Interestingly, the larger
SFs only provide up to twice the distance coverage of SF7 indoors which contrasts starkly with the performance gain
in outdoor scenarios. For indoor applications, we would recommend to develop an ADR that also switches to a higher
SF as long as the required data throughput can be maintained. If only standard ADR is available, our distance and floor
recommendations (30 x 5 rule) ensure a high quality signal throughout a building regardless of the chosen SF. Whereas it
would be interesting to study the system without ADR, this project is part of a data collection effort that required the best
configuration to ensure data availability from the sensors in the devices for the research delineated in the next section.

6. Case study-Human presence during COVID19 lockdowns

The core focus of this paper was on the feasibility of the network infrastructure. However, while testing the network,
we also collected a large data set that continues to increase by an average 55,000 data points every day. Between March
8th 2020 and February 25th 2022, our prototype collected 139.5 million data points (see Fig. 16). Before data collection,
137 sensors were installed, but due to COVID-19, the installation of the remaining 253 sensors was delayed until mid-May
2020. Some devices had a higher than expected battery consumption requiring an exchange of batteries in December 2021.

An overview over the data variation is presented in Fig. 17. The data is shown in 24-hour cycles aggregated by room
over the whole period for the second floor of the building. Several daily rhythms in the building are visible when looking
at the average across days of hourly averages. First, during the first half of the day, CO, concentrations are higher and drop
during the second half of the day. There are two peaks, one in the morning hours and one in the afternoon hours, in most
rooms. Humidity generally drops during the night and rises throughout the day. Peaks in illumination are connected with
daytime hours and probably indicate sunlight reaching through the windows. The side-staircase has mostly glass walls
and receives the highest illuminance. Motion is detected throughout the day with slight peaks before and after noon.
Sound is distributed similarly to motion. Temperature slightly rises throughout the morning and decreases thereafter.
Several of these variations intuitively are connected to human activity and have been shown to correlate with human
activity in previous research [80-82].

While a ground truth dataset (i.e., number of people counted) was not yet available to validate human presence
models, we used the COVID-19-related lockdown to investigate whether variations in the sensor data could indicate
human presence. We take two different approaches to derive human presence from the data with temporal and spatial
analyses. First, we look at the fine-grained variation in the temporal signal and collapse the spatial dimension. Second,
we look at spatial variation when we collapse the time signal into discrete blocks corresponding to key events during the
COVID-19-related lockdown.

For the temporal analysis, we create a variance indicator per room across time that describes how much a value differs
from the overall average of the room. We summarise the sensor data at the room level as variance indicators V; (see
Eq. (10)), which aggregate data by room r and time slot ¢ (hourly) based on the sensor type i and the individual sensor
device j. Because of the different scales of these measurements, we use z-scores by sensor type i so that each measurement
Vrijt, 1S aggregated over all j devices in a room r and measurements k in time slot ¢ (see Eq. (9)). As some extraordinary
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Fig. 17. Sensor data on the second floor. The soft lines indicate the values for each day. The strong line indicates the average over all days. The
shaded areas represent the range between the minimal and maximal values measured.

events (e.g., construction with noise up to 14 times louder than average) have resulted in extreme outliers, we eliminated
data points beyond 3 standard deviations and then aggregated with respect to sensor type i (see Eq. (10)).

~ 1 Vrijn, — Ui

Ve = — y_ —k—— (9)
T,f j,k Gvi
1 o

Vi = o Z max (—3, min (3, V) (10)

Our variance indicator allows us to observe strong periodic variation in each room and to tentatively attribute portions
of the variation to human presence. See Fig. 18 for our analysis of the ground floor. Because of the COVID-19 lockdown
at the beginning of the study, we were able to attribute some of the later variations to returning human presence by
marking key events that occurred inside the building. On March 13th 2020, the lockdown was enacted, and until April
22nd 2020, only essential personnel (e.g., building management and reception) were still present. From April 22nd 2020
to June 8th 2020, a slight easing of the lockdown was introduced that allowed some researchers to return with special
permits. From June 8th 2020 to August 3rd 2020, all researchers were allowed back in the building. From August 3rd 2020
to October 16th 2020, the building was again opened to the public with students and visitors allowed to enter without
special permits. From October 16th 2020 to January 15th 2021, a first work-at-home order was issued recommending
personnel to work from home. From January 15th 2021 to April 23rd 2021, a second lockdown was enacted. From April
23rd 2021 to September 6th 2021, the building was opened to the public again. From September 6th 2021 until December
6th 2021, a part-time office policy was in place. From December 6th 2021 until February 17th 2022, a second work-at-
home order was issued recommending personnel to work from home. From February 17th 2022 onwards, a new normal
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Fig. 18. Sensor data aggregated by hour and room for the ground floor from March 2020 until February 2022. The variance indicator represents
variation up to + 3 standard deviations. The magenta lines indicate key events related to the COVID-19 lockdown. The grey line at 0 shows the
standard variance level across the whole observed time period. The lockdowns and work-at-home policy periods show strongly reduced variance
whereas the public access and hybrid use periods show increased variance.

was declared. The strongest impact on variations in the data was when presence was strongly reduced during the first and
second lockdown periods. This is most visible in the Side Staircase, Hallways 1 and 3, and to a lesser degree in Hallway 2.
Two major exceptions were the Main Staircase and the Lobby where the offices of essential personnel are located. After
the special permits were issued, some presence returned to the building, producing additional variation. When full access
was restored for researchers, a regular pattern in variation returned.

For the spatial analysis, we used the key events of the COVID-19 lockdown to define time spans across which to
aggregate the data per sensor (see Eq. (11)). In principle, the aggregation follows the pattern for the temporal analysis
but aggregates across different indices. Eq. (11) is similar to Eq. (9) and (10) as it follows the same form of aggregation
including the limits on outliers to 3 standard deviations. Instead of aggregating by room, each sensor j is kept on its own.
However, the time slot t is expanded to cover the whole time span defined by the key events and therefore uses a larger
number of measurements k.

Vit = max | —3, min | 3, l Z D 7 Ui

n;

(11)

Oy
k vi

In order to visualise the sensor data, the physical positioning of each sensor (x,y,z) is used to represent each sensor
spatially in a BIM of the building. Using Inverse Distance Weighted (IDW) interpolation [113], a density map showing the
spread and variability in different sensor measurements (e.g., average value, minimum and maximum values) is visualised
(see Fig. 19 and Appendix I). Whereas this visualisation cannot yet be used to describe human presence directly, a visual
inspection of it may be useful to estimate how changes in human presence may be captured by the DISN. Towards this end,
we generate two visualisations of the sensor measurements from two events: (1) the first lockdown in Spring 2020 (see
Fig. 19(a)) and (2) the restored public access in Summer 2020 (see Fig. 19(b)). In both events, human presence was strictly
regulated by organisational policies, providing an unique opportunity to estimate the system’s ability to capture human
presence. A visual inspection of Fig. 19(a)) clearly denotes that the sensor measurements during restored public access
in Summer 2020 is different in intensity and spread when compared to the first lockdown in Spring 2020. Specifically,
the measurement intensity during the restored public access in Summer 2020 seems higher, corresponding to employees’
and students’ returns to the office and regular activities after the first lockdown.

The focus of this case study is delineating the ability of the sensor network to detect human presence. However, to
explore the data, we also made use of the FT to prototype a visualisation of the density maps in situ (see Fig. 20) for
human-building interaction [25,114,115]. We walked the hallways of the building and were able to immerse ourselves
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(a) First lockdown

Average value

Average value

OI

Fig. 19. Spatial visualisations in sensor data comparing variation according to Eq. (11) during the first lockdown and restored public access. The
data is interpolated with IDW [113]. The yellow represents the average variation across the whole time period. Increased variation is indicated in
red, and decreased variation is indicated in blue.

(a) A hallway as seen through the HoloLens. The ground is (b) The same hallway seen through the HoloLens from the other
covered in a visualisation of the variation during restored public end and rotated by 180 degrees. The side staircase is made
access in Summer 2020. In the distance, the lobby and main visible through AR in the distance.

staircase are made visible in AR.

Fig. 20. A prototype visualisation of density maps in the FT [26]. The footage was recorded from a HoloLens. The coloured volume on the ground is
based on the density map from Fig. 19(b). Without the depth cues from the HoloLens, the volumetric density map covering the floor of the building
would be difficult to differ from the carpet in the images.

in the density maps (see Fig. 19). This allows us to spatially explore the data distribution and hopefully reduce cognitive
load by providing spatial context [116]. While these first visualisations are crude, we plan to advance the theory and
application of in situ visualisations in future work to enhance immersive analytics [117].

Analysing human presence indoors can be a difficult but useful endeavour for researchers, designers, and planners. This
new and rich data set of environmental characteristics from a real building will allow us to develop novel applications
for analysing the impact of human presence in an enclosed public space. While we lacked ground truth measurements to
validate any kind of occupancy model, we benefited from the natural experiment resulting from the COVID-19 lockdowns.
This allowed us to observe patterns of variation in the data that could only be explained by the sudden absence of human
presence in the building over an extended period of time. Our immediate next steps will be to compile a ground truth
dataset for human presence against which we will be able to run more complex models that can spatially describe human
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activity within a building. Towards this end, we will use automated visitor counts and localisation derived from videos,
while at the same time address the privacy concerns that are related to applying such technology.

While accuracy is expected to be much lower with passive tracking compared to active tracking, our approach
benefits from the preservation of privacy, measures that are not biased by sampling, and the observation of more
natural user behaviour. Passive tracking elegantly circumvents the privacy issue by estimating changes in environmental
measurements and “naturally aggregating” data from stationary sensors without reference to the individuals’ identities.
Our approach can also reduce bias in modelling human activity in a building because we account for the whole population
of a building rather than convenience samples of people who allow active tracking. Finally, the passive nature of the system
also allows us to observe more natural behaviour from building users, reducing the observer effects that can occur with
active tracking.

7. Conclusion

LoRAWAN indoors has been investigated with a long series of proof-of-concept systems that indicated the potential for
fine-grained data indoors. Nonetheless, most previous work has relied on few sensor nodes or simulations without a dense
network implementation. We built the first LORAWAN DISN that extends LORAWAN’s appeal beyond its initial technical
scope of long-range, low-power applications. Indoor environments attenuate the LORAWAN signal at a quicker rate
compared to outdoor scenarios, and previous estimates for indoor ranges of 200 m to 600 m seem optimistic [6,31,45,77].
This may be due to the fact that the formulation of outdoor signal propagation models is inappropriate for indoor scenarios.
We have shown that linear models are not sufficient to analyse DISN scenarios and that mixed models are required.
Furthermore, the prospect of signal shadowing and multi-path fading breaks the assumptions behind the log-distance in
signal propagation models. We have shown that for dense indoor scenarios, a linear attenuation factor based on distance
is more effective at capturing the impact of signal shadowing and multi-path fading. We also opt for a new signal quality
indicator called ESP [47,48] because it combines the information in SNR and RSSI and therefore has more range, especially
close to the noise floor. Our PLSR analysis has shown that all three measures are highly related (see Fig. 13).

Based on our mixed model and the ESP, our system achieved good coverage up to 30 m with an upper bound around
111 m at SF11. Higher SFs improve signal quality but only marginally increase distance coverage to up to twice that of SF7
due to signal shadowing and multi-path fading. Similarly, the impact of floors on signal quality resulted in nearly halving
of reachable distance per additional floor. Walls also attenuate the signal but at a slower rate than floors, generally limiting
the maximal room coverage to tens of rooms. However, the complexity of signal shadowing and multi-path fading can
likely not be captured with an explanatory model. We used our DT to evaluate obstacles along transmission lines in the
BIM to produce highly accurate predictive models based on modern ANN such as LSTM, GRU, and Transformers. Whereas
these predictive models have no theoretical basis how to incorporate this information, they predicted the signal quality
indicators more accurately. Interestingly, the widely used MLP performed worst. For future work, we recommend to switch
to LSTM, GRU, or Transformers, all of which can be easily implemented with modern ANN libraries.

To our knowledge, this is the first validation of previous simulation research using multiple gateways [109]. We
demonstrated the positive impact of an additional fourth gateway by recovering up to four times more lost messages
in real-world conditions compared to three gateways. While there are only marginal gains with every added gateway,
having several gateways improves the reliability of the system. Our recommendation focuses on obtaining the strongest
possible signal while minimising energy costs at the nodes and data loss. Specifically, we recommend the placement of one
LoRAWAN gateway every 30 m and 5 floors to make maximal use of the effective coverage a gateway can provide. A dense
gateway placement is critical for the effective deployment of LORAWAN DISNs. Placing LORAWAN gateways indoors is
therefore more similar to placing WiFi-routers than outdoor LORAWAN gateways. While LORAWAN's performance indoors
on average may approximate technologies such as WiFi under optimal conditions (at 45 m), the energy consumption of
LoRAWAN devices is lower, and they do not require wires. We believe that, for pure sensing applications, LORAWAN offers
many advantages and can help to increase sensing density in buildings while keeping maintenance costs low.

Our next steps will be to extend the research on LORAWAN DISNs and passively sensing human presence with a DT. We
will also develop variations of ADR and apply the models to new environments to test their generalisability. Explanatory
models could be improved by combining PLSR and Mixed Models to account both for the latent structure in the data and
the error. The application of predictive models based on modern ANN architectures requires more research. We could not
select the best ANN, except dethroning the MLP as the de facto standard. We will investigate a larger set of ANN for their
suitability for signal modelling as well as performing effective hyperparametrisation to compare the strongest possible
candidates. Furthermore, the data from the Finish study [31] will be requested to perform out of sample predictions and
see whether the combination of a DT for transmission meta data information (e.g. wall meta data) is enough to produce
effective predictions. For the analysis of human presence, we will generate ground truth datasets of human activity in the
building and explore the sensor data in more detail. Furthermore, we will expand this prototype DT into a fully-fledged
DT platform for human building interaction including advanced visualisation through FT [26], which together can enable
predictions, statistical modelling, user studies [84], and agent simulations [118] and offer both researchers and analysts
a new toolbox to study human behaviour in the build environment.
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Fig. 22. Comparison of PCA dimensions on SNR.
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Appendix A. Acronyms

ADR Adaptive Data Rate

ANN Artificial Neural Network
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Fig. 23. Comparison of PCA dimensions on RSSI.

Comparison for linear and mixed models with linear and log-distance model.

Model

Perfect estimator

Mixed models

Linear models

Linear distance

Log distance

Linear distance

Log distance

Mean RMSE Mean RMSE Mean RMSE Mean RMSE Mean RMSE
ESP —107.43 6.30 —107.87 9.06 —107.92 9.82 —110.26 1047 —110.28 11.00
SNR 2.58 2.82 2.54 3.84 2,57 419 2.58 6.64 2.58 6.64
RSSI —104.44 5.59 —104.92 8.34 —104.99 8.89 —106.92 9.47 —106.96 9.85

Note: Mixed models specification see Appendix G.

AR Augmented Reality

BIM Building Information Model
BW Bandwidth

CF Carrier Frequency

DISN Dense Indoor Sensor Network
DR Data Rate

DT Digital Twin

ESP Effective Signal Power

EUI Extended Unique Identifier
FEC Forward Error Correction

FER Frame Error Rate

FT Fused Twins

GRU Gated Recurrent Unit

GW gateway

IDW Inverse Distance Weighted
IoT Internet of Things

ISM Industrial, Scientific, and Medical Frequency Bands

JSON JavaScript Object Notation
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Table 8
Mixed models to determine ESP for each DR.
ESP
SF7 SF8 SF9 SF10 SF11 SF12
Average signal strengthat node (constant) —60.944* —102.940* —102.679* —104.841* —94.914* —68.505*
(3.977) (2.053) (1.454) (2.174) (2.233) (3.182)
Attenuation in m —1.604* —0.655* —0.525* —0.531* —0.533* —1.333*
(0.007) (0.007) (0.007) (0.007) (0.009) (0.009)
One floorbetween —10.836* —2.608* —2.422* —3.329* —5.250* —13.536*
(0.073) (0.051) (0.059) (0.065) (0.084) (0.054)
One wallbetween —0.160 1.661* 1.085* 1.679* 0.786* —5.113*
(0.050) (0.044) (0.050) (0.057) (0.080) (0.083)
Colliding message —0.496 —0.169 —0.638 —-0.314 —0.132 —-0.119
(0.280) (0.514) (0.526) (0.458) (0.278) (0.202)
0.562* 0.718* 0.647* 0.622* 0.655* 0.424*
CF 867.3 MHz (0.103) (0.051) (0.049) (0.058) (0.063) (0.083)
0.942* 1.042* 0.921* 0.861* 1.074* 0.778*
CF 867.5 MHz (0.104) (0.052) (0.050) (0.059) (0.063) (0.084)
—0.079 —0.187* —0.170* —-0.311* —0.260* —0.352*
CF 867.7 MHz (0.102) (0.051) (0.049) (0.058) (0.063) (0.082)
—0.570* —0.432* —0.514* —0.495* —0.443* —0.682*
CF 867.9 MHz (0.103) (0.052) (0.049) (0.058) (0.063) (0.083)
0.339* 0.273* 0.312* 0.419* 0.402* 0.097
CF 868.1 MHz (0.102) (0.051) (0.049) (0.054) (0.055) (0.070)
0.408* 0.289* 0.392* 0.488* 0.489* 0.094
CF 868.3 MHz (0.102) (0.051) (0.049) (0.054) (0.055) (0.070)
—0.434* —0.596* —0.405* —0.107 —0.128 —0.420*
CF 868.5 MHz (0.102) (0.051) (0.049) (0.054) (0.055) (0.070)
ToA —0.033 0.081* 0.011* 0.012* —0.002 0.002
(0.046) (0.006) (0.003) (0.002) (0.001) (0.001)
Floor-attenuation interaction 0.288* 0.079* 0.061* 0.072* 0.094* 0.280*
(0.002) (0.001) (0.001) (0.002) (0.002) (0.002)
Wall-attenuation interaction —0.006* —0.054* —0.033* —0.041* —0.029* 0.123*
(0.002) (0.001) (0.002) (0.002) (0.002) (0.003)
Wall-floor interaction —0.109* —0.663* —0.262* —0.394* —0.164* 1.293*
(0.017) (0.013) (0.014) (0.015) (0.021) (0.021)
Wall-floor-attenuation interaction 0.002* 0.019* 0.007* 0.008* 0.005* —0.028*
(0.001) (0.0004) (0.0004) (0.0005) (0.001) (0.001)
Random effects
# Devices 390 330 229 184 149 139
Devices Std. Dev. 5.90 8.43 7.55 11.94 7.67 12.26
# Device Types 5 5 5 5 5 5
Device Type Std. Dev. 5.72 4.06 2.46 3.60 4.20 4.46
Observations 145,932 149,763 149,684 149,349 149,568 147,694

Note:*p<0.001; **p<[0.**]; **p<[0.**].

LAP Link Adaptation Policy

LF Loading Factor

LoRA PHY LoRa Transceiver

LoRAWAN Long Range Wide Area Network
LPWAN Low Power Wide Area Network
LSTM Long Short-Term Memory

MLP Multi-Layer Perceptron

PC Principal Component

PCA Principal Component Analysis

PCR Principal Component Regression

PLSR Partial Least Squares Regression
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Table 9
Mixed models to determine SNR for each DR.
SNR
SF7 SF8 SF9 SF10 SF11 SF12
Average signal strengthat node (constant) 11.087* 7.051* 8.069* 2.025 6.865* 2.021
(1.209) (0.812) (1.031) (1.086) (1.316) (1.890)
(0.122) (0.174) (0.266) (0.333) (0.376) (0.475)
Attenuation in m —0.246* —0.409* —0.314* —0.183* —0.146* —0.229*
(0.002) (0.005) (0.006) (0.006) (0.007) (0.006)
One floorbetween —0.763* —0.524* —0.332* —0.249* —0.886* —0.966*
(0.024) (0.037) (0.049) (0.052) (0.066) (0.036)
One wallbetween 0.965* 1.374* 1.207* 1.981* 2.171* 1.112*
(0.017) (0.033) (0.042) (0.046) (0.064) (0.055)
Colliding message —0.287 —0.612 —0.727 —0.248 —0.042 —0.093
(0.093) (0.380) (0.441) (0.367) (0.222) (0.134)
—0.091 0.001 —0.021 —0.086 —0.020 —0.194*
CF 867.3 MHz (0.034) (0.038) (0.041) (0.046) (0.050) (0.055)
—0.550* —1.234* —1.412* —1.428* —1.404* —1.192*
CF 867.5 MHz (0.035) (0.038) (0.042) (0.047) (0.050) (0.056)
—0.046 0.018 —0.054 —0.101 —0.115 —0.270*
CF 867.7 MHz (0.034) (0.038) (0.041) (0.046) (0.050) (0.055)
—0.166* —0.125 —0.202* —0.119 —0.109 —0.388*
CF 867.9 MHz (0.034) (0.038) (0.041) (0.047) (0.050) (0.055)
—0.080 —0.205* —0.155* —0.085 —0.045 —0.290*
CF 868.1 MHz (0.034) (0.038) (0.041) (0.043) (0.044) (0.047)
—0.122* —0.212* —0.169* —0.047 —0.003 —0.314*
CF 868.3 MHz (0.034) (0.038) (0.041) (0.043) (0.044) (0.047)
—0.110 —0.322* —0.224* 0.051 0.081 —0.237*
CF 868.5 MHz (0.034) (0.038) (0.041) (0.043) (0.044) (0.047)
ToA —0.014 0.031* —0.005 0.003 —0.004* 0.001
(0.015) (0.005) (0.003) (0.002) (0.001) (0.001)
Floor-attenuation interaction 0.006* 0.027* 0.013* —0.005* —0.0004 0.015*
(0.001) (0.001) (0.001) (0.001) (0.001) (0.001)
Wall-attenuation interaction —0.031* —0.038* —0.032* —0.054* —0.067* —0.038*
(0.001) (0.001) (0.001) (0.001) (0.002) (0.002)
Wall-floor interaction —0.296* —0.505* —0.260* —0.446* —0.461* —0.260*
(0.006) (0.009) (0.011) (0.012) (0.016) (0.014)
Wall-floor-attenuation interaction 0.006* 0.013* 0.005* 0.010* 0.013* 0.010*
(0.0002) (0.0003) (0.0003) (0.0004) (0.0005) (0.0004)
Random effects
# Devices 390 330 229 184 149 139
Devices Std. Dev. 1.71 1.86 2.24 2.14 2.24 3.49
# Device Types 5 5 5 5 5 5
Device Type Std. Dev. 1.50 1.26 1.80 1.65 2.39 2.74
Observations 145,932 149,763 149,684 149,349 149,568 147,694

Note: *p<0.001; **p<[0.**]; **p<[0.***].

RMSE Root Mean Square Error

RSSI Received Signal Strength Indicator

SF Spreading Factor

SNR Signal to Noise Ratio

SoA Service-oriented Architecture

ToA Time-on-Air
Appendix B. PCA biplots

See Figs. 21-23.

Appendix C. Linear distance vs log-distance indoors

The log-distance models performed worse than the linear distance models in comparison with the perfect estimator.
While improvements in the mean are marginal, the RMSE is substantially lower for the linear distance model. Furthermore,
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Table 10
Mixed models to determine RSSI for each DR.
RSSI
SF7 SF8 SF9 SF10 SF11 SF12
Average signal strengthat node (constant) —60.617* —102.438* —103.536* —102.634* —94.406* —63.217*
(3.704) (1.845) (0.969) (1.551) (1.626) (2.458)
Attenuation in m —1.527* —0.501* —0.392* —0.491* —0.507* —1.272*
(0.007) (0.005) (0.004) (0.005) (0.006) (0.007)
One floorbetween —10.749* —2.687* —2.508* —3.692* —5.224* —13.809*
(0.069) (0.038) (0.037) (0.041) (0.056) (0.043)
One wallbetween —0.563* 0.926* 0.432* 0.452* —0.774* —6.244*
(0.047) (0.033) (0.031) (0.036) (0.053) (0.065)
Colliding message —0.405 0.101 —0.256 —0.251 —0.111 —0.047
(0.264) (0.379) (0.329) (0.289) (0.185) (0.159)
0.599* 0.702* 0.620* 0.660* 0.644* 0.555*
CF 867.3 MHz (0.097) (0.038) (0.031) (0.036) (0.042) (0.065)
1.150* 1.534* 1.617* 1.733* 2.037* 1.684*
CF 867.5 MHz (0.098) (0.038) (0.031) (0.037) (0.042) (0.066)
—0.059 —0.220* —0.192* —0.303* —0.228* —0.194
CF 867.7 MHz (0.097) (0.038) (0.031) (0.037) (0.042) (0.065)
—0.498* —0.408* —0.464* —0.494* —0.413* —0.435*
CF 867.9 MHz (0.097) (0.038) (0.031) (0.037) (0.042) (0.065)
0.371* 0.331* 0.341* 0.424* 0.394* 0.263*
CF 868.1 MHz (0.097) (0.038) (0.030) (0.034) (0.037) (0.055)
0.458* 0.349* 0.422* 0.464* 0.453* 0.283*
CF 868.3 MHz (0.096) (0.038) (0.031) (0.034) (0.036) (0.055)
—0.389* —0.477* —0.308* —0.168* —0.207* —0.294*
CF 868.5 MHz (0.097) (0.038) (0.031) (0.034) (0.036) (0.055)
ToA —0.031 0.078* 0.020* 0.016* 0.001 0.002
(0.043) (0.005) (0.002) (0.001) (0.001) (0.001)
Floor-attenuation interaction 0.292* 0.078* 0.066* 0.094* 0.113* 0.296*
(0.002) (0.001) (0.001) (0.001) (0.001) (0.001)
Wall-attenuation interaction 0.006* —0.032* —0.014* —0.003 0.022* 0.168*
(0.002) (0.001) (0.001) (0.001) (0.002) (0.002)
Wall-floor interaction 0.015 —0.418* —0.147* -0.131* 0.159* 1.580*
(0.016) (0.009) (0.008) (0.009) (0.014) (0.017)
Wall-floor-attenuation interaction —0.0002 0.012* 0.004* 0.002* —0.004* —0.040*
(0.001) (0.0003) (0.0003) (0.0003) (0.0004) (0.001)
Random effects
# Devices 390 330 229 184 149 139
Devices Std. Dev. 5.69 8.43 7.35 11.86 7.79 11.05
# Device Types 5 5 5 5 5 5
Device Type Std. Dev. 5.23 3.71 1.43 2.21 2.90 3.14
Observations 145,932 149,763 149,684 149,349 149,568 147,694

Note:*p<0.001; **p<[0.**]; **p<[0.**].

the linear component can be interpreted more easily than the log-distance component. We assume that the impact of
shadowing and multi-path fading is captured more accurately with a linear factor and that the rather short distances
indoors make the log-effects of distance vanish. Since the signal decays so quickly indoors, the log-component is not
required and may be even detrimental to the model quality in our case. The linear models estimate the mean worse than
the log-distance models for ESP and RSSI and have overall a much worse RMSE. This pattern may be expected since the

Mixed Models give structure to the error term and allow us to explain variance.

Appendix D. Mixed model tables

See Tables 8-10.

Appendix E. Max transmission distance SNR and RSSI

See Tables 11-12.

Appendix F. Neural network specification

See Tables 13-16.
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Table 11

SNR Limits for Transmission across Floors in our System Based on Mixed Models.
Max. reachable SNR

SF7 SF8 SF9 SF10 SF11 SF12

Max. floor 11.85 9.43 15.3 19.36 17.68 13.07
Max. distance 0 floors up 75.61 41.69 65.53 93.23 166.89 96.27
Max. distance 1 floor up 70.98 39.88 63.85 86.13 157.01 95.1
Max. distance 2 floors up 31.77 16.87 29.01 41.29 739 42.03
Max. distance 3 floors up 18.93 9.54 17.71 26.08 46.16 25.13
Max. distance 4 floors up 12.54 5.93 12.12 18.43 32.28 16.82
Max. distance 5 floors up 8.72 3.79 8.79 13.83 23.94 11.87
Max. walls 0 floors up * * * * * *
Max. walls 1 floor(s) up * 46.27 * * * *
Max. walls 2 floor(s) up 5343 18.42 * * * *
Max. walls 3 floor(s) up 27.75 11.35 44.4 * * *
Max. walls 4 floor(s) up 18.67 7.98 29.5 * * *
Max. walls 5 floor(s) up 13.83 5.94 22.44 * * *
Max. concurrent messagest 64.67 27.84 28.28 68.54 586.47 236.67

Note: * No meaningful (negative) output. + No significant result.

Table 12

RSSI Limits for Transmission across Floors in our System Based on Mixed Models.
Max. reachable RSSI

SF7 SF8 SF9 SF10 SF11 SF12

Max. floor 4.19 573 7.07 5.84 5.89 4.26
Max. distance O floors up 40.85 47.04 64.97 59.78 76.15 57.2
Max. distance 1 floor up 38.43 45.99 66.99 61.28 81.33 57.02
Max. distance 2 floors up 11.44 16.32 25.11 21.38 27.89 16.72
Max. distance 3 floors up 3.66 7.52 12.8 9.89 12.93 5.55
Max. distance 4 floors up * 3.29 6.92 4.44 5.89 *
Max. distance 5 floors up * * 3.46 1.26 1.79 *
Max. walls 0 floors up 11.45 34.66 3091 26.21 16.12 7.07
Max. walls 1 floor up 8.99 19.46 23.89 20.36 14.58 6.38
Max. walls 2 floors up 6.18 11.83 17.87 14.75 12.27 5.12
Max. walls 3 floors up 3.36 7.45 13.31 10.12 9.55 3.25
Max. walls 4 floors up * 4.36 9.6 6.17 6.47 *
Max. walls 5 floors up * 1.8 6.34 2.68 3.12 *
Max. concurrent messagest 154 * 99.64 116.95 347.17 1564.45

Note: * No meaningful (negative) output. + No significant result.

Table 13
Specification for LSTM model.
Model
Input shape: (19,3)
Input structure: (16 hops with 3 features, 8 parameters + 1 padding value arranged in 3 features)
Layer Output shape # Parameters
LSTM (None, 50) 10800
Dense (None, 3) 153

Total params: 10,953.
Total Trainable: 10,953.
Non-trainable params: 0.

Appendix G. Mixed models for LSTM comparison and distance model comparison

To obtain a single distribution in the mixed model similar to the ANN model, it is required to produce a joint model
across all DRs. To enable predictions, the device identity was removed as a random effect to allow for new observations
from the test set that, by design, did not include any of the train set devices. This also includes the models with the
log-distance terms for comparability with the perfect estimator (see Table 17).
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Table 14
Specification for MLP model.
Model
Input shape: (56)

Input structure:

(16 hops with 3 features, 8 parameters )

Layer Output shape # Parameters
Dense (None, 350) 19950

Dense (None, 50) 17550

Dense (None, 3) 153

Total params: 37,653.
Total Trainable: 37,653.
Non-trainable params: 0.

Table 15
Specification for GRU model.
Model
Input shape: (19,3)

Input structure:

(16 hops with 3 features, 8 parameters + 1 padding value arranged in 3 features)

Layer Output shape # Parameters
LSTM (None, 50) 8250
Dense (None, 3) 153
Total params: 8,403.
Total Trainable: 8,403.
Non-trainable params: 0.
(a) First lockdown

Max value

Max value

(b) Public access

Fig. 24. Spatial visualisations in sensor data comparing maximal variation according to Max Value during the first lockdown and the restored public
access. The yellow represents the average maximal variation across the whole time. Increased variation is indicated in red and decreased variation

is indicated in blue.

Appendix H. Lockdown difference for maximal values

This visualisation (see Fig. 24) follows Fig. 19 in style and calculation. Here, instead of averaging the average, we
averaged the maximum value for each sensor. A single maximum value is determined by the sensor over a 5 min interval.
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Table 16
Specification for Transformer model.
Model
Input shape: (19,3)
Input structure: head_size=16,(16 hops with 3 features,
8 parameters + 1 padding value arranged in 3
features)
Parameters: head_size=16, num_heads=2, ff_dim=4,

num_transformer_blocks=4,
mlp_units= [128], mlp_dropout=0.4, dropout=0.25

Layer Label Output shape Connected to # Parameters
Input input; (None, 19, 3) 0

Transformer Block 1

Normalisation normy (None, 19, 3) 6 inputy
Multi-Head Attention mha; (None, 19, 3) 483 normy; normy
Dropout drop, (None, 19, 3) 0 mha;
Lambda add, (None, 19, 3) 0 drop;; input;
Normalisation norm; (None, 19, 3) 6 add,

Conv1D convy (None, 19, 4) 16 norm;
Dropout drop, (None, 19, 4) convy
Conv1D conv, (None, 19, 3) 15 drop,
Lambda add, (None, 19, 3) 0 conv,; add;
Transformer Block 2

Normalisation norms (None, 19, 3) 6 add,
Multi-Head Attention mha, (None, 19, 3) 483 norms; Norms
Dropout drops (None, 19, 3) 0 mha,
Lambda adds (None, 19, 3) 0 drops; add,
Normalisation normy (None, 19, 3) 6 adds;

Conv1D convs (None, 19, 4) 16 normy
Dropout dropy (None, 19, 4) convs
Conv1D convy (None, 19, 3) 15 drop,
Lambda add, (None, 19, 3) 0 convy; adds
Transformer Block 3

Normalisation norms (None, 19, 3) 6 add,
Multi-Head Attention mhas (None, 19, 3) 483 Norms; NOrms
Dropout drops (None, 19, 3) 0 mhas
Lambda adds (None, 19, 3) 0 drops; add4
Normalisation normg (None, 19, 3) 6 adds

Conv1D convs (None, 19, 4) 16 normg
Dropout dropg (None, 19, 4) convs
Conv1D convg (None, 19, 3) 15 dropg
Lambda addg (None, 19, 3) 0 convg;adds
Transformer Block 4

Normalisation normy (None, 19, 3) 6 addg
Multi-Head Attention mhay (None, 19, 3) 483 normy; Normy
Dropout drop; (None, 19, 3) 0 mhay
Lambda add, (None, 19, 3) 0 dropy;adds
Normalisation normg (None, 19, 3) 6 add;

Conv1D convy (None, 19, 4) 16 normg
Dropout dropg (None, 19, 4) convy
Conv1D convg (None, 19, 3) 15 dropg
Lambda addg (None, 19, 3) 0 convg; add;
Dense Block

Global Average Pooling 1D gap; (None, 19) 0 addg

Dense dense; (None, 128) 2560 gap,
Dropout dropg (None, 128) 0 dense;
Dense dense; (None, 3) 387 dropg

Total params: 5,051 Total Trainable: 5,051. Non-trainable params: 0.

Consequently, this figure captures the maximal activity that was recorded throughout the period. Both in the average and
in the maximal value, there is a clear increase in activity after the lockdown.

Appendix I. Spatial sensor representation

See Fig. 25.
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Table 17
Mixed models and linear models for LSTM comparison and distance model comparison.
Model
Mixed Linear
Linear distance Log distance Linear distance Log distance
ESP SNR RSSI ESP SNR RSSI ESP SNR RSSI ESP SNR RSSI
Average signal strength —76398% 14966%  —78.753* —54101* 18.199%*  —57.080% —79210% 8.756* —77.996% —58089*% 11514%  —57.320%

at node (constant)
(2.739) (0.889) (2.479) (2.654) (0.887) (2.396) (0.156) (0.057) (0.143) (0.205) (0.077) (0.186)

Attenuation in -1378%  —0376%  —1.254* —1334%  -0362*  -1.216*
m (0.003) (0.001) (0.003) (0.004) (0.001) (0.003)
Attenuation in log(m) -16.972*%  —3.182*%  -16.194* —-16.636* —3.054*  —15915%
(0.053) (0.020) (0.048) (0.056) (0.021) (0.051)
One floor -8922%  —1933%  -8395*%  —10913* —1270%*  —10.897% -8527%  —1807F  —8.054*  —10.365% —1.090%  —10.429*
between
(0.023) (0.009) (0.021) (0.043) (0.016) (0.039) (0.025) (0.009) (0.023) (0.046) (0.017) (0.042)
One wall —4226%  —0580%  -4.119%  -3.835%  0.536* —4226%  —4.009*  -0510%  —3933% = —3422%  0.684* —3.878%
between
(0.025) (0.009) (0.023) (0.055) (0.021) (0.050) (0.027) (0.010) (0.025) (0.059) (0.022) (0.053)
Colliding —0.248 —0.389%  —0.090 —0.381 —0.448%  —0.197 -1.113%  —0657*  -0840%  -1186*  —0.695%*  —0.896*
message
(0.129) (0.048) (0.119) (0.133) (0.051) (0.122) (0.139) (0.051) (0.128) (0.143) (0.053) (0.129)
CF 8673 MHz 0.643* 0.013 0.626* 0.669* 0.019 0.651* 0.638* 0.014 0.621* 0.666* 0.021 0.647*
(0.054) (0.020) (0.050) (0.056) (0.021) (0.051) (0.059) (0.022) (0.054) (0.060) (0.022) (0.055)
CF 8675 MHz 1.394* —0.561*%  1.613* 1.515* —0.518%  1.719*% 1.596* —0493*  1.786* 1.704* —0454%  1.879*
(0.056) (0.021) (0.052) (0.058) (0.022) (0.053) (0.061) (0.022) (0.056) (0.062) (0.023) (0.057)
CF 867.7 MHz —0.134 0.012 —0.151 —0.137 0.008 —0.152 —0.151 0.008 —0.166 —0.152 0.005 —0.165
(0.054) (0.020) (0.050) (0.056) (0.021) (0.051) (0.059) (0.022) (0.054) (0.060) (0.022) (0.055)
CF 867.9 MHz —0248% 0015 —0264*  —0218%  0.023 —0236%  —0256% 0014 —0271%  —0226%  0.022 —0.243*
’ (0.055) (0.020) (0.050) (0.056) (0.021) (0.052) (0.059) (0.022) (0.054) (0.060) (0.023) (0.055)
CF 868.1 MHz 0.456* —0.011 0.444* 0.480* —0.003 0.465* 0.428* —0.021 0.421% 0.454* —0.013 0.443*%
' (0.054) (0.020) (0.050) (0.056) (0.021) (0.051) (0.058) (0.021) (0.053) (0.060) (0.022) (0.054)
CF 8683 MHz 0.401* —0.035 0.396* 0.420* —0.031 0.414* 0.391* —0.039 0.387* 0.408* —0.036 0.404*
’ (0.054) (0.020) (0.050) (0.056) (0.021) (0.051) (0.058) (0.021) (0.053) (0.060) (0.022) (0.054)
CF 8685 MHz —-0373%  —0067*  -0362%  —-0339*  —0.056 —0332%  —0398% 0076  —-0383*  —0.364%*  —0.065 —0.353*%
’ (0.054) (0.020) (0.050) (0.056) (0.021) (0.051) (0.058) (0.021) (0.053) (0.060) (0.022) (0.054)
ToA 0.199* 0.006 0.210* 0.151%* —0.014 0.170* 0.204* 0.089* 0.165* 0.172* 0.076* 0.140%
(0.018) (0.007) (0.017) (0.019) (0.007) (0.017) (0.002) (0.001) (0.002) (0.002) (0.001) (0.002)
SF8 1.944 0.361 2.348* 1.765 0.189 2.267* —0.013 —0.408 0.751 0.111 —0.484 0934
(0.640) (0.239) (0.592) (0.662) (0.252) (0.606) (0.691) (0.253) (0.632) (0.707) (0.264) (0.642)
SF9 3.381% —1434%  5219*% 3.407* —1529%  5315% 0.353 —1.814% 2268 0.823 —1759%  2.749*
(0.793) (0.296) (0.733) (0.820) (0.312) (0.750) (0.852) (0.312) (0.780) (0.872) (0.325) (0.792)
SF10 —4.888%  —3.447%  -2.123 —7.908%  —4871%  —-4517%  -2.850 —4319% 0475 —6.206%  —5.834% = -2.225
(1.125) (0.419) (1.039) (1.163) (0.442) (1.064) (1.207) (0.442) (1.105) (1.235) (0.461) (1.122)
SE11 —0.495 —4.865%  3.905% —4725%  —6871% 0593 —1.760 —4920% 2618 —5587%  —6.797%  —0.341
(0.949) (0.354) (0.877) (0.982) (0.373) (0.898) (1.027) (0.376) (0.940) (1.051) (0.392) (0.954)
SF12 —16.038%  —13.182% —5681%  —24.413% —17.124% —12.210% -14254% —14782% 2925 —22957%  —18811% —9.764*
(1.133) (0.422) (1.047) (1.171) (0.445) (1.071) (1.197) (0.438) (1.096) (1.224) (0.457) (1.112)
Floor-attenuation 0.204* 0.030* 0.203* 0.197* 0.028* 0.197%*
interaction (0.001) (0.0003)  (0.001) (0.001) (0.0003)  (0.001)
Floor-log(attenuation) 2.150% —0.139* 2.398* 2.067* —0.167* 2.327%
interaction (0.014) (0.005) (0.013) (0.015) (0.006) (0.014)
Wall-attenuation 0.107* 0.006* 0.109* 0.097* 0.003* 0.101*
interaction (0.001) (0.0003)  (0.001) (0.001) (0.0003)  (0.001)
Wall-log(attenuation) 0.749* —0.355* 0.955* 0.614* —0.403*  0.842*
interaction (0.016) (0.006) (0.015) (0.017) (0.006) (0.016)
Wall-floor 0.389* —0.091*  0.443* —0.100*  —0.306*  0.005 0.278* —0.129%  0.348* —0445%  —0422%  —0.289%
interaction (0.009) (0.003) (0.008) (0.020) (0.008) (0.018) (0.009) (0.003) (0.009) (0.021) (0.008) (0.019)
SF8-ToA —0.130*  —0.011 —0.136*  —0.105*  —0.0004  —0.115*  —0.134*  —0.048*  —0.117*  —0.118*  —0.041* = —0.105*
interaction (0.010) (0.004) (0.009) (0.010) (0.004) (0.009) (0.006) (0.002) (0.006) (0.007) (0.002) (0.006)
SF9-ToA —0.173%  —0.008 —0.183*  —0.139*  0.006 —0.154%  —0.172*  -0068*  -0.146%  —0.151%* = —0.058%  —0.129%
interaction (0.014) (0.005) (0.013) (0.014) (0.005) (0.013) (0.005) (0.002) (0.004) (0.005) (0.002) (0.004)
SF10-ToA —0.166%*  —0.005 —0.176%  —0.118* 0015 —0.135%  —0.181%  —0075%  —0.149%  —0.145* = —0.060*  —0.120%
interaction (0.015) (0.006) (0.014) (0.016) (0.006) (0.014) (0.004) (0.001) (0.003) (0.004) (0.001) (0.003)
SF11-ToA —0.189*  —0.005 —0201*  —0.139* 0016 —0.159%  —0.196*  -0.083*  -0.161*  —0.162* = —0.068*  —0.133*
interaction (0.017) (0.006) (0.015) (0.017) (0.007) (0.016) (0.002) (0.001) (0.002) (0.003) (0.001) (0.002)
SF12-ToA —0.185%  —0.001 —0.199%  —0.133*  0.020 —0.156%  —0.192*  -0.081*  -0.159*  —0.156* = —0.065%  —0.129%
interaction (0.017) (0.006) (0.016) (0.018) (0.007) (0.016) (0.002) (0.001) (0.002) (0.002) (0.001) (0.002)
Wall-floor-attenuation —0.009* 0.004* —0.011* —0.004* 0.006* —0.007*
interaction (0.0003)  (0.0001)  (0.0003) (0.0003)  (0.0001)  (0.0003)
Wall-floor-log(attenuation) 0.103* 0.129% 0.050* 0.210% 0.165* 0.142*
interaction (0.006) (0.002) (0.006) (0.006) (0.002) (0.006)
Random effects
# Device Types 5 5 5 5 5 5
Device Type Std. Dev. 551 172 4.97 525 1.68 472
Adjusted R? 0.551 0.590 0.506 0.530 0.553 0.491
Residual Std. Error (df = 11.686 4277 10.694 11.954 4.464 10.857
629352)
Observations 629,379 629,379 629,379 629,379 629,379 629,379 629,379 629,379 629,379 629,379 629,379 629,379

Note: ¥p<0.001; **p<[0.**]; ***p<[0.**].
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(@) CO, (ppm) (b) Volatile Organic Compounds (VOC; ppb)
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Fig. 25. Spatial visualisations of several sensor types with IDW interpolation. The top row of each sensor type shows the lockdown in Spring 2020
and the bottom row shows the reopening to public access in Summer 2020. Most of the variance appears to be driven by human presence. Exceptions
can be found in illuminance where the side staircase has direct exposure to sunlight which overrides any impact of human presence.
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