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1 | INTRODUCTION

Abstract

Data-driven fault diagnosis approaches have been widely adopted due to their persuasive
performance. However, data are always insufficient to develop effective fault diagnosis
models in real manufacturing scenarios. Despite numerous approaches that have been
offered to mitigate the negative effects of insufficient data, the most challenging issue lies
in how to break down the data silos to enlarge data volume while preserving data privacy.
To address this issue, a vertical federated learning (FL) model, privacy-preserving
boosting tree, has been developed for collaborative fault diagnosis of industrial practi-
tioners while maintaining anonymity. Only the model information will be shared under
the homomorphic encryption protocol, safeguarding data privacy while retaining high
accuracy. Besides, an Autoencoder model is provided to encourage practitioners to
contribute and then improve model performance. Two bearing fault case studies are
conducted to demonstrate the superiority of the proposed approach by comparing it with
typical scenarios. This present study's findings offer industrial practitioners insights into
investigating the vertical FL in fault diagnosis.

models have achieved significant results and are implemented
broadly. Features have a strong impact on data-driven model

With the rapid development of the manufacturing industry,
fault diagnosis, which detects fault occurrence and its cate-
gories, has received much attention [1]. Unexpected failures in
manufacturing scenarios can result in unscheduled closure or
shutdown of manufacturing equipment, leading to indirect
economic losses and even dangerous accidents. Therefore,
timely fault identification is crucial in manufacturing, as it
prevents inefficiency and economic crises.

Various approaches, including the data-driven, physical-
based, and knowledge-based models, have been applied in
fault diagnosis [2]. Among the existing approaches, data-driven

performance. However, the feature collection process is not
comprehensive enough due to the complicated manufacturing
environment. Besides, the production process is multi-staged.
One particular stakeholder can only acquire limited data from
their own processes. Furthermore, some manufacturers are not
aware of collecting data in the manufacturing process, leading
to data scarcity.

To compensate for the shortage of data in the fault diag-
nosis model, the current research focuses on data augmenta-
tion, semi-supervised learning, transfer learning, few-shot
learning, and other methods [3]. Although these methods have
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shown excellent results in accuracy and response time, adding
realistic features to the models can outperform the accuracy.
As is well known, the more real training data there is, the
higher the accuracy of the diagnostic model.

Optimistically, stakeholders should merge their machines
ot processes' data to train a model collaboratively to achieve a
win—win situation in fault diagnosis. In practice, however, data
owners are cautious about exposing their information to others
due to privacy concerns and potential conflict of interests in
market competence. For instance, the revealed manufacturing
data can be exploited to derive the original equipment settings
reversely, and by increasing legislation and protocols to safe-
guard the security of industrial data [4]. One approach can be
conveying the data in a desensitised and anonymous form
beforehand, but the previous research has suggested this
approach is vulnerable to re-identification attacks [5].

Federated learning (FL) is a novel technique that seeks to
resolve privacy concerns while simultaneously providing a
feasible solution for collaborative fault diagnosis. Federated
learning requires multiple participants to train a data-driven
model collaboratively without data leakage. In FL, multiple
decentralised clients train the original base model with their
own data, and then local clients send the model information to
a central server via a privacy-preserving protocol. After
receiving the information from clients, the server securely
aggregates the model information to update the model and
transmit it back to local clients, as shown in Figure 1. During
this learning phase, clients can only provide their model in-
formation rather than sharing their raw data.

Generally, FL has three major types: horizontal FL, vertical
FL, and federated transfer learning. Figure 2 depicts the dif-
ference between horizontal FL and vertical FL.. Horizontal FL
trains the data with the same features from multiple clients,
whereas vertical FL trains the data based on overlapped sam-
ples with limited common features. On the other hand,
federated transfer learning integrates FL and transfer learning
with the aim to train the multi clients' data that fails to contain
ovetlapped samples or features. In many manufacturing
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FIGURE 1 Federated learning (FL) framework

scenarios (such as cloud manufacturing), the production of a
single product requires the participation of multiple manufac-
turers, while these manufacturers provide the services without
disclosing data information generated from the production. In
this case, vertical FLL can perfectly match this situation, where a
particular product is manufactured by multiple manufacturers.
If one manufacturer is faced with feature scarcity in fault
diagnosis, it can cooperate with other manufacturers to train a
vertical FLL model jointly by tracing the features in its pro-
duction phase.

This work proposes a vertical FL. model for fault diagnosis
across numerous clients in manufacturing industry contexts
that overcomes data silos and privacy concerns by combining a
boosting tree with an Autoencoder. Three main contributions
are summarised as follows:

(1) Provided a privacy-preserving vertical FL. boosting tree
model for fault diagnosis. This model allows the active
client to collect extra features through the encrypted
model information from passive clients, assuring data
confidentiality and remarkable petformance. To our
knowledge, this is the first paper to introduce vertical FL
for fault diagnosis.

(2) Integrated the Autoencoder model to increase the feature
utilisation rate of passive clients. The Autoencoder creates
more significant features based on the existing features,
which contributes more features into the boosting tree
model and improves performance.

(3) Conducted an experiment to compare different learning
modes and FL models. This experiment proves the supe-
riority of the FL scheme, the superiority of the proposed
model, and the effectiveness of the Autoencoder.

The remainder of the paper is laid out as follows: Section 2
reviews the data-driven model's past application with the
restricted label, collaborative fault diagnosis, and FL for fault
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diagnostics. The suggested histogram-based gradient boosting
tree for diagnosis is introduced in Section 3, and it introduces
the architecture of the proposed privacy-preserving boosting
tree model. Also, the proposed model's security is examined in
Section 4. Section 5 has two case studies to validate the pro-
posed model, and the findings are discussed in Section 6.
Section 7 summarizes this work and emphasises future
directions.

2 | RELATED WORK

2.1 | Data-driven modelling approaches with
limited data

Data-driven modelling approaches are widely used in many
disciplines [6—10]. Therefore, data-driven approaches have
been effectively applied in predictive maintenance [11, 12],
especially fault diagnosis [13, 14]. Nonetheless, many real-
world manufacturing tasks related data only have limited la-
bels and features, causing underfitting and overfitting, and
weakening the model's generalisation capacity [15]. To tackle
this issue, researchers have proposed different methods.

First, data augmentation is a straightforward way to boost
the data volume. Upsampling is one of the mainstream
methods, which creates new samples by randomly selecting
from scarce data [16]. Generative Adversarial Network is also
a feasible method, which learns the characteristics of the
raw data and then creates new samples by reinforcement
learning [17].

Second, few-shot learning leverages the well-trained model
to classify unknown new classes based on the limited data. A
Siamese neural network-based few-shot learning model was
proposed for bearing fault diagnosis by comparing the differ-
ence between the input sample pairs (the pairs may involve
different label samples) [18]. Besides, zero-shot learning is a
special situation, which mainly studies the no-sample situation
for the target fault diagnosis task. Feng et al. [19] proposed an
attribute zero-shot transfer learning based on a fault descrip-
tion that occurs in the target domain.

Third, transfer learning is a remedy to the inadequacy of
data, which improves model performance in the target domain
by leveraging the knowledge from the source domain. A typical
transfer learning is a fine-tune, which transfers the parameters
from the source domain model to the target domain model
[20]. Meanwhile, domain adaptation is also an effective transfer
learning way. Chen et al. [21] provided a domain adversarial
transfer network to shift the soutce domain knowledge for
training the model in rolling bearing fault diagnosis based on
the feature similarity.

Furthermore, other approaches have been applied to tackle
insufficient data problems, such as semi-supervised learning
[22], unsupervised learning [23], self-supervised learning [24].

Despite the fact that the past approaches have obtained
outstanding performance, some limitations also exist. First, the
limited data restrict the training sufficiently for data-driven

approaches. Second, many of them are single-source-based
data-driven models, failing to become satisfactory generalised
models.

2.2 | Collaborative fault diagnosis

Collaborative fault diagnosis requires different stakeholders to
share their data, information, and knowledge to establish the
diagnosis model collaboratively. Some diagnosis methods rely
on experience knowledge, and a straightforward method is to
collect all the rules into the central server for diagnosis [25].
Following a similar logic, a knowledge graph was introduced
for all stakeholders to exchange their diagnosis experience,
which established semantic associations in diagnosis knowl-
edge [26]. In addition, an assist visualisation tool is developed
to facilitate communication and reduce ambiguity among
teammates [27].

Meanwhile, data-driven models from multiple participants
can combine for ensemble learning [28]. Besides, in a multi-
agent system, local models can merge into a global optimal
model through reinforcement learning [29] or knowledge
graph [30-33]. Moreover, Wang et al. [34] applied a blockchain
in collaborative fault diagnosis, where the blockchain provided
a decentralised platform and claimed the immutable ownership
of data and knowledge of each participant.

Nevertheless, previous collaborative approaches do not
consider privacy-preserving, limiting their broad application. It
is noted that different manufacturers have their unique data,
which can be used to improve the model performance by
sharing data. How to overcome the data silos but still retain
data security is an important challenge in diagnosis.

2.3 | Federated learning for fault diagnosis

In terms of privacy issues and data gathering costs, FL is a
potential tool for using data from various clients in a decen-
tralised and privacy-protected manner. FL allows many clients
to use data while maintaining anonymity, ensuring model ag-
gregation without data sharing [35]. Meanwhile, numerous
methods are being developed to improve FL's performance
[36, 37].

The study of FL in fault diagnosis is still in its early stages.
Zhang et al. [38] developed a convolution neural network
(CNN) in the FL framework for bearing diagnosis. In addition,
CNN also integrates with FL for diagnosing in the Internet-of-
Ships scenario, which reduced cryptography calculation and
client communication times [39]. In order to identify inter-turn
short-circuit defects, a stacked sparse Autoencoder paired with
a Siamese network is presented as a solution to the limited label
problem [40]. One of the most significant challenges in FL is
that various clients have distinct characteristics and duties,
which federated transfer learning seeks to address. To solve the
domain shift phenomena in various industrial tasks, Zhang
et al. [41] presented the CNN in federated transfer learning, In
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addition, a previous distribution is used to bridge the domain
gap in the early stages of federated transfer learning [42].

Previous methods combine FL with deep learning models
for fault diagnosis, which need a mass of data for training,
contradicting FL's motivation that each client lacks adequate
data. Furthermore, FL with deep learning models necessitates
that all clients use the same model architecture, which is
difficult to predict in the early stages, and it cannot generalise
across clients with variable sample sizes and data distributions.
Furthermore, the aforementioned methods are hotizontal FL
or federated transfer learning, ignoring the vertical FL. method,
while vertical FL is suitable for many scenatios in the
manufacturing industry.

3 | METHODOLOGY

3.1 | Problem statement

In this paper, vertical FL is investigated in fault diagnosis. First
of all, only one client has labels in the vertical FL, denoting this
client as an active client and other clients without labels as pas-
sive clients. Meanwhile, this research has several assumptions.

® (Clients are all involved in the manufacture of a specific
product or component.

® All the clients have the FL system, and the active client has
insufficient data.

® The active client needs the passive clients' extra features to
improve its model performance.

The active client has the label and it requires the model for
fault diagnosis. Therefore, the active client needs to collaborate
with passive clients for training together. At the same time, the

motivation of passive clients is to make business income from
the active client based on the feature contribution. Hence, the
passive clients can generate more distinctive features to earn
more income. However, creating features blindly may lead to
raw feature usage decrease in the inference stage. Motivated by
Secureboost [43], this paper combines a privacy-preserving
boosting tree with an Autoencoder for vertical FL, as shown
in Figure 3 where the Autoencoder creates a few but sub-
stantial features for the passive clients.

3.2 | Xgboost

Xgboost model is a kind of ensemble learning model, which
combines weak models for regression and classification tasks.
In addition, the Xgboost model selects the CART tree (Clas-
sification and Regression Trees) [44] as the weak model. The
following equation can be used to estimate a final prediction:

K

= felx), (1)

k=1

where K is the model numbers, ﬁe € E and F represents
different CART tree models.

Besides, Xgboost's loss function includes a second-Taylor
expansion function in t™ iteration times:

n

L'~ ; {l()’nﬁi“_l)) + gifu(x:) + %blfzz(xi) +Q(f),
(2)

where [ (yi,)?,'<t_l)) is the predefined loss function of the it
sample between the target value y; and predicted y;, Q( ﬁ) is
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the regularisation item, g; is the gradient of loss function, and
b; represents the hessian of loss function.

Based on obtained gradients g; and hessian b;, the optimal
weight of /™ can be achieved by:

Gj

w; =

where 4 is a constant and G; = Zielj g and H; = Zie[j b; are
the summation of gradient and hessian of each sample indices
I, respectively.

In addition, the Xgboost training includes the determina-
tion of the optimal leaf node split point. A gain score function
is used to calculate the optimal weight w]*

G: G5
Gain S — L R _
am_score 2\HL+4 Hr+1

(GL + GR)Z _
H +Hy)+24| "

(4)

whete G and H; denote the summation gradient and hessian

of the particular index of the left node, respectively; similarly,
Gg and Hg cottespond to the right node.

3.3 | Paillier cryptosystem with
homomorphic encryption

The communication between clients in the vertical FL. must be
encrypted. This work introduces the homomorphic encryption
(HE) paradigm to protect data privacy. The main elements of
HE are homomorphic multiplication and addition:

[(1]] ® [fea]] = [ x x2]], (5)
(]l @ [[x2]] = [le1 + 2], (6)

where [[.]] represents the encryption process. With HE, clients
can calculate in encrypted form. In addition, this paper
chooses the Paillier cryptosystem to encrypt the information,
as shown below:

[[m]] = g"7"mod »?, (7)

where 7 is a random non-negative integer from (0,2 — 1). The
Paillier cryptosystem is suitable for the situation where a
particular cleartext may have many different ciphertexts mak-
ing it much more resilient.

3.4 | Autoencoder

To increase the feature utilisation rate of passive clients, an
Autoencoder model is introduced to generate extra significant
features for training collaboratively. An Autoencoder is a
special neural network architecture whose input and output are
the same architecture. The Autoencoder model involves two

parts: the encoder part captures input data and transforms it
into a low-dimension representation, and the decoder part tries
to reconstruct the previous low-dimension representation as to
the original value (Figure 4), and the equation is as shown
below:

L(x,x") = lx =«

—x-d (Wewr o) +5),
whete o denotes the activation function, W represents the
weight matrix, b stands for the bias in the encoder process,
while ¢/, W, and &' indicate the same meaning in the decoder
process.

The training process minimises the loss function, making x
and X" as close as possible. Based on the well-trained model,
the middle layer, latent space representation is the output
result. The passive clients can generate a few significant fea-
tures based on the Autoencodet.

3.5 | Active client histogram construction

The active client needs to transmit the gradient information to
pass clients in an encrypted manner for collaboratively training
after finishing its Xgboost model training. According to
Equation (3), the g and / can determine the weight of Xgboost,
which can be used to represent the model information.
However, it is likely to expose their data if the active client
transmits the g and b to the passive clients directly. Therefore,

the gradient information needs to be encrypted through Al-
gorithm 1 before being sent to passive clients.

Algorithm 1 Active client split-info construction

Input: I: Instance space of current node; d:
feature dimension; [[g;]], [[h:]]
gradient and hessian;

Output: G € R ge R™!

1l: for k from 0 to ddo

2: Split feature k by percentiles and get

ier*

Sk = Sk,l'"l Ss,k

3: end for

4: for k from 0 to ddo

5: for v from 0 to last bin index do
6: Grv = Ziei\sk7‘,2xivk>skvv,l Hgl]]

7: Hev = 1€1|Sk 2k >Skp LT

8: end for

9: end for

Line 2 indicates the process of splitting each feature in a
binning manner, where the binning percentiles were calculated
beforehand. In addition, line 4 to line 9 represent the sum-
mation of the gradient and hessian of each feature across their
binning, respectively. Instead of transmitting [[g;]] and [[A;]]
directly, the active client aggregates the encrypted gradient
information into buckets. After the encryption of model
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information, the passive client cannot know the raw data and
the corresponding label, while the passive clients can conduct
encryption calculations based on HE.

3.6 | Passive client histogram construction
After the training process in the active client, passive clients
need to integrate their features and the received encrypted
gradient information from the active client. Algorithm 2 shows
the aggregation process.

Because passive clients do not have access to the raw label,
they cannot calculate their features' gradient and hessian.
Howevert, the active clients have calculated the gradient and
hessian information across the samples. In the first half, the
gradient and hessian will be summed up based on each fea-
ture's bin index (line 1 to line 6). For example, x4, the value of
vibration is 0.5. The vibration has calculated its split point
before, which is (0, 0.7), and (0.7, 1). Thetefore, the bin index
is (0, 0.7) in this case, and the feature binning part can be
accumulated through line 4.

Algorithm 2 Passive client split-info construction

Input: I: Instance space of current node; X:
Data sample g, h: gradient and
hessian from active client; K:
Clients set; F: Feature space

Output: g;, h; € I:Encrypted split-info set

1: for Instance x; in X;, 1 € I do

2: for Feature f; in Fy do

bid = x;[7] //bin index
HD[J] [bid] [0,1]1+ = [[g;:11, [[h:]]
end for
: end for

: for Feature f; in Fy do

for bid from 1 to last bin index do
HD[]J] [bid] [0,1]1+=HD[]] [bid-1]1[0,1]

10: end for

11: (lg:11, [([h;]] =

12: end for

O oooJdJo 0l bW

HD[]] [bid] [0, 1]

Afterwards, all the gradient and hessian information of
each split index will be aggregated to the largest split index
(line 9), which represents the left side information in the tree

node. Under this circumstance, the gradient and hessian are
encoded, which protects its information from being retrieved
by the active client.

3.7 | Federated split finding

Integrating all the components, Algorithm 3 illustrates how the
active client estimates the best split depending on the out-
comes of the passive clients.

In Algorithm 3, line 2 sums the gradient and hessian from
all clients. The split finding process enumerates all the clients
(line 3), their features (line 4), and the corresponding split value
(line7). Since the encryption was done by the active client
before, this encrypted content can be deciphered in the active
client as well (line8). Then the deciphered value can be
aggregated as the left side gradient and hessian (line 9 and line
10). Correspondingly, the right side of the gradient and hessian
can be achieved through the total gradient or hessian minus the
left side gradient or hessian (line 11). Based on the gradient and
hessian information, the gain score of the current situation can
be calculated using Equation (4) (line 12). To obtain the best
gain score, line 13 and line 14 represent recording the best
score and the corresponding optimal binning index and feature
name.

Algorithm 3 Split finding

Input: I: Instance space of current node; gi,
ht: gradient information fromall
clients;

Output: kopr, Vopr: Best feature with best
split point

1: Tnitialise score = -

2: G, H= Yier 9ir nier hi

3: for n from 0 to N do

4 for k from 0 to d; do

5 //d; is the features number of client i

6: g;=0; h; =0

7 for v from 0 last bin index do

8

9

ator it [[o]], (]

: g1=91 + g,
10: hl:hl —‘rhﬁ’v

11: Grr hr:G_glIH_hl
12: cur_ score = max (score,
g3 + g2 _g_z)
hi+A " hHA hta
13: if cur score > score then
14: score = cur_score, ke =k,
Vopt = V
15: end if

16: end for
17: end for
18: end for




XIA ET AL.

| 7

3.8 | Inference

The nodes in the well-trained boosting tree model come from
different clients, while only the active client can provide the
raw data in the inference process. Therefore, a secure inference
protocol is requited. The active client coordinates the inference
process because it seeks joint modelling vigorously with its
unique label. The nodes in the FL boosting tree involve the
client ID and feature ID, and the inference path can refer to
the corresponding client for retrieving the nodes. For example,
beginning from the root node, the client ID and feature ID are
received, then the active client can find the threshold from the
lookup table based on these two ID keys. Following this, the
active client compares the current value with the threshold to
determine which path to go (left or right). The active client
continues to search the corresponding threshold from the
lookup tables until it gets the final result in the leaf node, as
shown in Figure 5.

4 | SECURITY ANALYSIS

41 | Encrypted model information

The central server in the proposed model cannot reverse
inference of the original data using encrypted histogram-based
gradient information, as explained below. The proportion of
the major class in a single leaf is defined as leaf purity. The leaf
purity of the first tree can be inferred from the weight of the
leaves, which leads to data leakage. To simplify the problem, a
binary classification is studied, with the following loss function:

L=yilog(1+e7) + (1-y)log(1+¢"),  (9)

where y; and J; represent the truth label and estimated label,
respectively. Based on Equation (9), the gradient and hessian

Client ID
Feature ID

Smaller
> larger

Client ID
Feature ID

Client ID y \l Client ID
Feature ID ‘\\ //‘ Feature ID

Feature ID Threshold

Instance:

Client A 1 Temperature 40
lookup table i
2 Rotating speed 600
FIGURE 5 FL boosting tree inference process

can be formulated as g; :511(_0) —v; and b :3750) % (1 _5)1(0)).

Equation (3) has a constant 4, which can be rewritten as
G; N Zielj &
H+2 Zie[, hi

wj:—

NONPY
- (o)yz (0) § ’ (10)
Vi <3’i - 1)

where f3; denotes the percentage of major class in leaf j and 7 is
the sample number. Based on Equation (10), the formula of f;
can be adapted as

p=3"=3" (5" - 1) (11)

é(so the Equation (11) shows, f3; is affected by 3750) and wj,
and y; "’ can be derived from b;. At the same time, p; indicates
the leaf purify (max (8, 1 — f3)). Hence, the first tree's leaf
putify can be inferred from the boosting tree model's param-
eters of w; and the model information (g;, and b)).

The first tree parameters, as well as the corresponding leaf
purify, can provide sensitive information. As a result, the
proposed privacy-preserving boosting tree encodes gradient
. : ; (0
information, ensuring that the ;" cannot be detected for data
security purposes.

4.2 | Clients communication

Active clients need to encrypt their histogram-based gradient
information using the Paillier cryptosystem before sending it to
passive clients. The Paillier cryptosystem is a probabilistic

asymmetric algorithm for key cryptography. The key genera-
tion process is as follows:

421 | Key generation

(1) Select two large prime numbers, p and ¢, ensuring ged (pq,
@®—1 (g — 1) =1, where ged represents the greatest
common divisor.

(2) Calculate n = pg, 4 = lem (p — 1, g — 1), where lem
denotes the lowest common multiple.

(3) Define L(x) =1,

(4) Randomly select a g smaller than 7°, and p=

(L(g"mod n?))~".

(5) The public key is (n, g), and the private key is (4, p).

4.2.2 | Encryption and decryption

Based on the key, the ciphertext can be generated by: ¢ = ¢g"7”
mod 7%, where m is a positive integer smaller than 7, and 0 <
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7 < n. Besides, the ciphertext can be decoded as m = L Gh
mod 7%)*u mod 7. Therefore, any client with g, p, and g can
receive the ciphertext. Under this circumstance, the passive
clients cannot reconstruct the raw data, guaranteeing the data
security of the active client.

5 | CASE STUDY

This paper selects two representative data sets from Case
Western Reserve University (CWRU)' and the Society for
Machinery Failure Prevention Technology (MFPT)? to validate
the proposed model. These two data sets are collected from
authorities and have been adopted in much research, having
universality and persuasiveness. Both benchmark data sets
relate to bearing fault, and there are four kinds of conditions:
healthy, inner race fault, outer race fault, and ball fault, as
shown in Figure 6. Each fault in the CWRU data set has three
damage levels: primary, intermediate, and severe. To summa-
rise, there are ten labels in the CWRU data set (3*3 defect
labels plus one healthy label). Meanwhile, there are just three
labels in the MFPT data set: healthy, inner race fault, and outer
race fault.

5.1 | Experiment setting

5.1.1 | Validation metrics

This paper adopts the precision, recall, and F1 scores to
evaluate the models' performance based on the mult-
classification scenatio.

.. P
Precision = TP L FP' (12)
P
Recall = TP-F—F]V7 (13)

Precision * Recall

F1=
¥ Precision + Recall’

(14)

where TP is true positive, FP is false positive, and FN is false
negative.

5.1.2 | Different learning schemes

In order to validate the superiority of the vertical FL. scheme,
the non-FL schemes are provided, including global mode and
local mode. The global mode represents all the data that are
collected together for training without boundaries, including
passive client and the active client. Besides, the local mode

'https://engineeting case.cdu/bearingdatacenter
2htt‘ps://v\rxwumf];)tA«')rg/leult—dam—sets/

e

Inner race fault Outer race fault

Healthy Ball fault
FIGURE 6 Four bearing condition [45]
TABLE 1 Hyperparameter of boosting tree
Hyperparameter Value Hyperparameter Value
Learning rate 0.01 Max tree depth 6
Max iteration 100 Subsample 1
Min samples leaf 6

indicates that the active client trains the model using its own
data alone.

It is noted that the vertical FL. cannot be compared with
the specialising limited data solutions, such as transfer
learning and meta-learning. That is because some participants
in vertical FL. do not have labels, and their features have
limited overlap, which restricts their application in many other
methods.

All the experiments will be conducted in five trials to avoid
the influence of some random factors.

5.1.3 | Model hyperparameter

To ensure an unbiased comparison, all the boosting tree
models use the same hyperparameter, and the main hyper-
parameters are shown in Table 1.

5.1.4 | Sample and feature

To validate the robustness and generalisation, the sample
numbers of the active client and passive client are 500, 1000,
2000, 4000, 6000, and 8000. Besides, each client has 25
features.

5.1.5 | Experiment environment

This global mode and local mode are conducted with 16G
memory and an AMD Ryzen 7 5800H CPU, while the feder-
ated mode experiment is carried out in 4G memory with a
cloud server.

5.2 | Different learning mode comparison

The federated mode is compared to the global and local
modes in this section. The global mode represents the best
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situation (upper limit) because it combines all the clients'
data for model training without data privacy protection. At
the same time, the local mode indicates that the active
client cannot communicate with passive clients in any
channel, and the active client can only train the model using
its own data. It is noted that the global model and local
model can be regarded as the comparison of existing
Xgboost model.

In the CWRU data set, the FL.. mode performs signifi-
cantly better than the local mode, as shown in Figure 7a—c.
However, this huge advantages narrows in the MFPT data
set (Figure 7d, e, f). Though the precision is high enough,
the recall does not cleatly distinguish it from the local mode.
Hence, affected by the recall, the advantage of F1 wvalues
over the local mode is not as great as that in the CWRU data
set (Figure 7f). One possible explanation is that the label
types in MFPT are relatively small. As a result, the recall rate
may fluctuate. On the contrary, the global mode achieves the
best performance in all the metrics in these two data sets. It
is comprehensible that the global mode can leverage all the
raw data to establish the boosting tree model. In the CWRU
data set, the FL. mode is close to the global mode. Besides,
the precision of FL. mode in MFPT is promising while the
recall stays at a low level, leading to the F1 not staying at the
same level as the global mode. Meanwhile, each subfigure has
a bar chart in the lower part, indicating the corresponding
standard deviation of five trials. All the bar charts show no
significant difference in the standard deviation between each
group. Overall, the FL. mode achieves the expected result in
these two benchmark data sets, proving its generalisation
ability.

53 |

Different models comparison

After illustrating the superiority of FL, this paper compares the
proposed model with other cutting-edge models, CNN, and
deep neural network (DNN). In the experiment, one active
client and one passive client participate in this vertical FL,
where each client has 6000 samples.

According to Figure 8, the proposed model achieved the
best results compared with CNN and DNN in the CWRU data
set. Nonetheless, the proposed model performs slightly
differently in the MFPT data set, as shown in Figure 9. Though
the proposed model obtained the best result in both precision
and F1 scores, it failed to obtain a promising result in the recall
metrics. In addition, overall, both these bar charts have verified
the superiority of the proposed model in vertical FL for fault
diagnosis. The possible explanation is both the active client and
the passive client have 6000 samples, which is insufficient for
the deep learning model generally. Because the deep learning
model has a relatively complex structure, it needs a large
amount of data to determine the parameters.

5.4 | Autoencoder validation

In the vertical FL, the passive clients need to transmit their
features to the active client in an encrypted manner. This paper
applied the Autoencoder to generate extra significant features
in passive clients. In this experiment, the Autoencoder gener-
ates three extra features for each sample (a total of 28 features).

Figure 10 and Figure 11 illustrate the proposed model
with and without the Autoencoder in both the CWRU data

@ Global mode -0 @ Global mode i @ Global mode o5
@ Local mode _.‘—‘__._-——4 o @ Local mode _,.—--". @ Local mode _o----"®
FL mod =y 2 FL mod ot FL mod =
0.04 (W Fliode ,/. /,’ 0.04 S0 AL ode ._,——’.:___4_—--0 0.7 0.04 1O L thode ._——”:_--—.—"‘_' 0.7
c - P c s -® c -7 SF
5 s ™ 06 ¢ S - - g - o
b= - - S = - - 06= E=1 - - 06
s VP -0 @ k! P -e ] s - . -
S 003 e 2 o----0 G S 003 e - © S 003 LA " T
1] s o 05 g [} s = o ] e o s
- - | < - O g 05 - i -9~ 05
[ Je —— a <’ - o g — c
2 T o ] [ J > = e § Y -]
© ,.«‘ 04 & I} - 7 © - ]
8 002 £ Zooz| - 0s Joo| g-- 04
2 2 2 2 2
s 2 £ 8
a 04 n 03 ) 03
001 001 001
0.2 02 0.2
0.00 01 0.00 01 0.00
500 1000 2000 4000 6000 8000 500 1000 2000 4000 6000 8000 500 1000 2000 4000 6000 8000
Sample size in each client Sample size in each client Sample size in each client
() Precision in CWRU dataset (b) Recall in CWRU dataset (€) F1in CWRU dataset
0.05 085 0.05 0.05 0.85
@ Global mode -@ Global mode &k -® Global mode
-@ Local mode 0.80 @ Local mode @ Localmode | 0.80
@ FLmode Y @ FLmode _--® -@ FLmode
b -—."===.=-—- ops s ._-—".— 07 L Pda 0.75
. . c guas s I
S - --® s S B 3 = S -
=1 H= - 070 S =1 - ey ,—-_1 = =1 o -0 0.70
® e N4 ) ® — ———— - 06 ® ® —— - -
S 00| g=F o T Sons{ @ S, dutuiuind SSt=u g 2 o0 7 e e -
] ._____.___—-.' 0.65 @ [ Pt o v - @ _e- 065 o,
= z a o - o s o o e c
g .r/ 060 g .’,’ 0s ¢ g ’,:“_,—.'-——-. 060 S
3 002 £ 8 0.02 @ S 0.02 o &
e 055& s M& S . ,,” 055
n e ] ] ¢
001 050 001 001 050
03
045 04s
0.00 0.40 0.00 02 0.00 0.40
500 1000 2000 4000 6000 8000 500 1000 2000 4000 6000 8000 500 1000 2000 4000 6000 8000
Sample size in each client Sample size in each client Sample size in each client
(d) Precision in MFPT dataset (e) Recall in MFPT dataset (f) F1in MFPT dataset
FIGURE 7 Precision, recall, and F1 scores in Case Western Reserve University (CWRU) and MPFT



10 | XIA ET AL
0.74
? 0.74 A
0.72
0.73 4
o]
o 0.72 -
& 068 g€ o711 .
= =
[ [
W GJ
© 0.66 1 £ 0.70
@ @
Q Q
o]
0.64 - 0.69 -
0.62 0.68 -
Il Proposed model
0.60 [ CNN 0.67 EEm With Autoencoder
N DNN [ Without Autoencoder
T T T 0.66 T T T
Precision Recall F1 Precision Recall F1
FIGURE 8 Different models comparison in Case Western Reserve FIGURE 10 Model performance with/without Autoencoder in Case

University (CWRU)

0.76 I Proposed model
[ CNN
0.74 Bl DNN
0.72 A

0.70 A

0.68

percent (%)

0.66 -

0.64

0.62

0.60 -

T T
Precision Recall F1

FIGURE 9 Different models comparison in Machinery Failure
Prevention Technology (MFPT)

set and MFPT data set, respectively. It is noted that the
model with the Autoencoder can achieve better results in
both data sets, which shows the Autoencoder can generate
benefit features for the boosting tree model in the vertical FL
schema.

The Xgboost model can generate the feature importance
based on the tree structure. This paper adopts the gain score as
the criteria, where the higher the information gain, the more
important the feature. Based on the obtained feature impor-
tance, the average score is used to evaluate the effectiveness of
the Autoencoder. Table 2 displays the feature importance in
active client and passive client with or without the Autoen-
coder, where Active S indicates the average feature importance
score from the active client, and vice versa. The average feature
importance with the Autoencoder for passive clients is 71.45,
slightly higher than that without the Autoencoder (70.86) in the
CWRU data set. Meanwhile, the feature importance in MFPT
has the same finding (61.81 vs. 61.55). The feature importance
indicates the features coverage in the boosting tree, and the

Western Reserve University (CWRU)

0.750
0.7254
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0.675 !
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0.600 4 *

T

T T
Precision Recall F1

percent (%)

Emm With Autoencoder
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FIGURE 11 Model petformance with/without Autoencoder in
Machinery Failure Prevention Technology (MFPT)

TABLE 2 Feature importance in Boosting tree

With autoencoder Without autoencoder

Data set Active S Passive S Active S Passive S
CWRU 82.21 + 1.04 71.45 £+ 149 8206 £ 2.04 70.86 + 1.57
MFPT 7519 £ 1.21 6181 £0.72 7511 £ 1.17 61.55 £ 0.87

coverage is larger, representing a higher possibility for the
active client to retrieve the feature.

6 | DISCUSSION

The proposed model allows active client to cooperate with
passive clients regarding different sample sizes and feature
numbers to train a boosting tree jointly with data security. The
experiment result reveals that the proposed model can diagnose
the fault more accurately by integrating passive clients' features.
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In spite of the above achievements, some limitations also
exist in this research due to the low computation power, for
instance: (1) the default hyperparameter. This research adopts
than
searching for the optimal one. (2) The sampling number. Each
client sample number ranges from 500 to 8000 in the expeti-
ment, while the diagnosis results could be improved if the
client data sample number is expanded.

the recommended hyperparameter settings rather

7 | CONCLUSION

Data-driven models have been widely implemented in fault
diagnosis, while the limited features constrict them to achieve
more accurate results. Many previous researchers have
focussed on leveraging limited features to diagnose the fault.
Nevertheless, no work has yet attempted to break down the
data silos for obtaining more numbers of realistic features. This
paper proposed a privacy-preserving boosting tree with an
Autoencoder to enlarge the features for fault diagnosis with
vertical FL.

It is believed that this research can help other industrial
scenarios to break down the data silos. In the meantime, future
research can include 1) effectively searching for suitable
hyperparameters and 2) applying boosting tree to additional FL
schemas (such as federated transfer learning).
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