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Abstract: Water distribution systems (WDSs) are considered inherently vulnerable to intentional and
accidental contamination. The installation of a water quality sensor system (WQSS) represents a valid
strategy for securing WDSs against contamination. This paper proposes a novel topological-based
methodological approach for defining a suitable WQSS, by also addressing both the computational
intractability of the problem as the size of the WDS increases and the assumption that sensors are
wrongly modelled and positioned on WDS nodes, rather than along system pipes. The method is
tested on the WDS of Parete (Italy) and the results demonstrate the significant detection efficiency of
the defined WQSS.

Keywords: contamination warning system; complex network theory; water quality sensor placement;
water network protection

1. Introduction

Water distribution systems (WDSs) represent critical infrastructure in cities and are
considered inherently vulnerable to both intentional and accidental contamination due to
their large size and large number of served users. In this regard, a widely used strategy
for securing WDSs is represented by the installation of a water quality sensor system
(WQSS) [1] for quickly assessing water quality, enabling the early detection of potentially
dangerous conditions and providing indications of contamination events [2]. To maximize
the WQSS performance detection, water operators have to identify the most suitable
locations where sensors can be placed by balancing technical and economic aspects [3],
also because, due to budget constraints, securing the entire network is not feasible in
practice. Since 1991 [4], researchers and practitioners have explored the optimal sensor
placement problem in WDSs, and several methodologies have been proposed, even if
there have not been any general optimality criteria found. In [5], models and algorithms
for solving the sensor placement problem were divided into two categories: (a) single-
objective approaches [6-8] and (b) multi-objective approaches [9-11]. Extensive critical
reviews of the topic can be found in [12,13]. Another issue related to the problem of the
definition of an optimal WQSS layout is high computational costs, especially for large
WDSs, due to the huge number of possible contamination scenarios and to the complexity
of WDSs [14]. In this regard, continuous efforts have been made to develop ever more
efficient numerical techniques and to increase the hydraulic modelling reliability in relation
to the WQSS design [15]. Ref. [16] maximized the demand coverage and the detection
probability. Ref. [17] discussed the impact of objective function selection on the optimal
sensor placement problem. Ref. [18] proposed a combined management strategy for
monitoring WDSs based on water network sectorization and the installation of water
quality sensors. Ref. [19] proposed a topological approach that relied on the a priori
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clustering of the WDS and on the installation of water quality sensors at the topologically
most central nodes of each cluster. Ref. [20] proposed a multi-objective approach taking into
account the risk levels of contamination events, while [21] considered four contamination
probability functions combined with a clustering-based post-processing method for a
Pareto front analysis. Ref. [22] adopted the Non-dominated Sorting Genetic Algorithm III
(NSGA-III) algorithm and considered the effect of the contamination of important junctions
in terms of social consequences. Finally, ref. [23] developed a methodology to assess the
cyber—physical attack resilience of WQSS.

The main novelty of this paper lies in that it considers, more realistically, the placement
of sensors along pipes, rather than WDS nodes. In this regard, a novel method for defining
the most suitable WQSS in a WDS is proposed by exploiting the algorithms of Complex
Network Theory. The topologically most important pipes are defined on the graph of the
WDS, and dummy nodes are inserted at their centre and considered as possible sensor loca-
tions for the optimization phase in which the detection likelihood is maximized. Economic
and logistic site-specific conditions are further considered in order to identify the most
efficient and effective monitoring system.

2. Materials and Methods

The methodology consists of four steps based on safety, logistic and economic cri-
teria, and resulted in a tool for the decision-making process to choose the most suit-
able/appropriate WQSS layout.

(a) Topological step. The starting point of the method is modelling the WDS as an
undirected, unweighted graph G = (V,E) [24], where V is the set of n nodes (junctions,
reservoirs and tanks) and E is the set of m links (pipes, valves and pumps). After that,
the topologically most central links are defined through the edge betweenness b.(l) of a
link I [25], a centrality metric borrowed from complex network theory, which is defined as
the sum of the ratios of the number 07 ;) of shortest paths between pairs of nodes v; and
vj that run through that link / and the total number 0, ;; of shortest paths connecting pairs
of nodes v; and vj, as in Equation (1):

bty = Y o (1)

Z]inGV Ovivj

It can be used as a measure of the influence of a link over the information/water flow
throughout the network. In this way, the search for the highest “edge betweenness” links
will enable the topologically most central pipes to be identified, on which the following
optimization step should be focused, reducing the solution space and, consequently, the
computational burden of the entire process. After that, dummy nodes are inserted in
the middle of the selected “major” pipes, making the proposed methodology closer to
real-world applications, as sensors are installed along pipes and not at nodes. However, in
this way, the computational simplicity of searching the optimal sensor locations in nodes
is kept.

(b) Logistic step. Generally, the problem of water quality sensor placement is faced
without considering practical aspects related to site-specific conditions and the spatial
variability of logistic conditions, such as the accessibility of the area, as well as the presence
of underground services, and all the locations are assumed to be equally good candidates
for sensors [19,26]. In this regard, the analysis of a city map was performed to identify
more/less desirable positions for placing sensors, and, consequently, the areas were clas-
sified as: (1) most-desirable locations (i.e., water company sites and public buildings);
(2) least-desirable locations (i.e., highways, rivers and busy crossroads); and (3) neutral
locations (those not belonging to the previous two classes). After this, the least desirable
locations are eliminated from the suitable sensor locations, further reducing the solu-
tion space.



Environ. Sci. Proc. 2022, 21, 69

30f7

(c) Optimization step. The optimization run was carried out by using the Threat Ensem-
ble Vulnerability Assessment and Sensor Placement Optimization Tool (TEVA-SPOT) [27],
and the Detection Likelihood Ps was used as an objective function:

1 S
PSZEZdS (2)
s=1

where ds =1 if contamination scenario s-th is detected, and ds = 0 otherwise; Ps represents
the probability of detecting the contamination; and S is the total number of considered
contamination scenarios. In particular, for the definition of S, all of the demand nodes and
the reservoirs were, one-by-one, considered as potential locations for contaminant injection;
the contamination starting time at the beginning of any of the 24 h of a day; 1 single value
of the mass injection rate (100 gr/min); and 1 single value of the injection duration (60 min)
(according to the procedure reported in [17]) for a total of S = 184 x 24 x 1 x 1 = 4416
contamination events. Ps is maximized so as to detect as many contamination scenarios
as possible.

(d) Economic step. During the optimization step, 10 WQSS were defined with an
increasing number of sensors (from 1 to 10 sensors). After that, a simple economic analysis
was performed, and just the cost for buying the sensor Cseys, or also for building the
monitoring station (civil work cost Ccy), was attributed respectively to the most desirable
and to the neutral locations. Consequently, the cost of a monitoring station is equal to:

Cor — Csens, for the most desirable location 3)
st Csens + Cew,  for the neutral location

The total cost Ci of each WQSS is equal to the sum of the costs of all of the moni-
toring stations from which it is composed and the results are rearranged in terms of costs
associated with the installation of sensors. Furthermore, a maximum available budget is
assumed for selecting the most appropriate WQSS layout.

3. Results

The method was tested on the real WDS serving the city of Parete (Italy), with a
population of around 11,000 inhabitants. The WDS of Parete had 182 demand nodes (with
ground elevation between 53 m a.s.l. and 79 m a.s.l.), 282 pipes and 2 reservoirs with a
fixed pressure head of 110 m a.s.l. In Figure 1, the map of the WDS serving the city of Parete
is shown together with the location classification.
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Figure 1. Location classification: Most desirable (green); Least desirable (red); Neutral (blue).
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The daily variation in the users” demand was simulated through an hourly demand
pattern, with multiplier values ranging from 0.2 to 3.1. The total demand at nodes ranged
from 7.4 L/s at night to 113.9 L/s in the morning and midday peaks, with an average value
of 54.6 L/s. The hydraulic and quality simulations were conducted using the hydraulic
simulation software EPANET (EPANET 2, United States Environmental Protection Agency,
Washington, DC, USA) [28], assuming conservative contamination, a water quality time
step of 5 min and a reporting time step of 5 min. The system was simulated for a total
extended duration of 72 h, with a clock start time of 12 a.m.

Furthermore, preliminary financial analysis was carried out, assuming the cost of a
multiple-parameter and continuous monitoring sensor to be Cs;s = 10,000 EUR and the
civil work cost C¢y to be equal to the 30% of sensor costs Cgeps.

The simulation results are reported in Figure 2 in terms of cumulative benefit (%),
which represents the increase in detection likelihood in comparison with the no-sensor
scenario as a result of the installation of an increasing number of sensors (from 0 to 10).

100

90

sens—

80

70

Ps Cumulative Benefit [%]
8

20

T
I
I
|
T
1
|
|
|
I
I
I
I
|
I
I
|
10 3
I

1
0 T T T T T T T T
0 15,000 30,000 45,000 60,000 75,000 90,000 105,000 120,000 135,000

Total Cost Ciot [€]

Figure 2. Cumulative benefit of WQSS layouts as a function of the total cost Cyy.

Instead of the number of sensors, the x-axis reports the corresponding total cost Cyo; of
each WQSS, as defined above. It is evident that the additional benefit due to the installation
of a further sensor, and consequently for an increasing total cost, progressively decreased.

This suggests the possibility to set a threshold of convenience for the choice of the most
suitable number of sensors to install in the network, especially in the presence of budget
constraints, according to the maximum available budget of the water utility, without the
loss of generality; for this case study, it was assumed to be equal to 75,000 EUR (Figure 2).

Consequently, Nseqs = 6 was chosen, and the corresponding WQSS layout was selected
as the most feasible monitoring solution for the water system of Parete. The investment
cost could be assumed acceptable for a medium-sized water utility, as the per-capita cost
of this investment would correspond to roughly 7 EUR for each inhabitant. Furthermore,
in Table 1, the performance of the selected solution is reported in terms of:

- Detection likelihood (P;), as defined in Equation (2);

- Detection time (Teqn), which is the average, for all contamination events considered,
of the time of the first contaminant detection;

- Hit population (Pop), which is the average, for all the contamination events considered,
of the number of contaminated people before the first detection.
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Table 1. Quality performance for the selected solution (with a number of sensors Nse;s = 6).

PS (0/0) Tmeun (min) Pop (')
Impact 214 214 72
Reduction 78.6% 71.5% 84.4%

The selected WQSS ensured a mean detection time Tyq, of 214 min (with a reduction
of 71.5% with respect to the no-sensor scenario), with a probability of detection P; for the
simulated contamination scenarios of 78.6% and a reduction in the hit population Pop
of 84.4%.

The corresponding WQSS layout is superimposed on the map of the Parete WDS
(coloured pipes according to the accessibility of the site) in Figure 3. The selected final
solution yielded managerial and economic benefits and guaranteed an efficient monitoring
and warning system.

—

.__..--'“'

Figure 3. Final selected solution of WQSS with N5 = 6 (yellow stars) superimposed on a map of the
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Parete WDS with coloured pipes according to the accessibility of the site.

The major advantage of the proposed multi-criteria method, besides the progressive
computational reduction due to the preliminary topological step (which allowed an almost
1/10,000 reduction of the solution space), is the possibility to select the most desirable solu-
tion for balancing the power of the heuristic tools (optimization step) with the opinion of
experts (logistic and economic steps). Furthermore, the topological step allowed switching
to a different perspective regarding the management and monitoring of water systems.
Indeed, the problem of sensor placement was shifted from the nodes to the links (through
the insertion of dummy nodes along the most central links), as, in reality, the devices are
installed along pipes.

4. Conclusions

This paper proposes a multi-criteria methodology for the design of water quality
sensor systems. The topological features of the water distribution system are exploited
for the identification of the most central topological pipes and insertion of dummy nodes
along them, leading to the reduction of the computational burden of the subsequent
optimization step. A further reduction is also provided by disregarding, from the analysis,
the areas characterized by low accessibility (least desirable locations). Subsequently, after
the maximization of the detection likelihood as an objective function, logistic/economic
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criteria are included to definitively select the most desirable solution as a good compromise
between economic/operational aspects and the aim of protecting populations.

Future work will investigate the possibility of including other urbanistic/logistic
and managerial criteria, testing other objective functions and approaching the problem as
multi-objective, and formalize an enriched decision-making tool that will also take into
account the experts’ opinions for the selection of the optimal monitoring system.
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